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This Updated Consolidated Negotiating Text is a working document that captures progress so far in
the WTO Joint Statement Initiative on Electronic Commetrce. It has been ‘prepared ‘under the
responsibility of the co-convenors. This ‘text incorporates outcomes of small group discussions,
consultations, and members' additional submissions. : :

For transparency, a box has been included under most provisions to indicate Members' positions or

which Members' propg‘:sais the text is based on. For text on which discussion has been concluded in
the small group, such a box has not been included. SACPEREE SR : o

For the purposes of this document, proposed definitions have generally been placed with the
‘provisions to which they relate. Some proposed cross-cutting definitions -have been included in
"Scope and General Provisio_ns". . ; , .

Proposals (other than cross-cutting issues) that have not yet been' the subject of small ‘group
negotiations have been included in a separate Annex. ‘

The draft text reflected in this document is subject to the consideration of several cross-cutting
issues that many Members have highlighted in the negotiations, iknbcluding the folklowing:

o Several Members have noted that they would expect security, general and prudential
exceptions to apply. S ‘ o

o Several have expressed their intention that commitments would not apply to
government procurement; a. service. . supplied in the exercise of ‘governmental
authority; or, except as otherwise indicated, i‘nf(ormati‘on\heldby or on behalf of a Party,
or measures related to such information, including measures related to its collection.

- o Some Members have said they want to carve out from scope finan‘éiial services as def‘in.ed
in the GATS Annex on Financial Services. I s : s

o Several have noted the need to determine the relationship of provisions with Members'
market access commitments, ‘the legal architecture of the JSI outcome, and existing
WTO agreements. B R ‘ - h o ‘

o Some Members have noted that'the Article D.k1.(_1‘) (Cross-bprde_r. transfer of info,r,mati‘on
by electronic means) would not apply with respect to financial service suppliers, which
are addressed by Article D.1.(3) (Financial Information). . o

In preparing this document, the sarh_e drafting approach used for previous streamlined text

compilations has been applied. This includes merging elements of text that have a similar effect and
the use of square brackets and alternatives to reflect differences in proposals. ' . -

This document has been prepared on a without prejudice basis, 'anydx text that is not in square
brackets does not indicate agreement to or conclusion of the text. Y o

This working document doés not prejudge the final legal f‘raméw‘ork whith Will gi‘,ve legal effect to
each provision.” R R o C ‘
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~ Section A: Enabling Electronic Commerce:
AL 'Facilita‘ting Electronic Transactions

| (vi.) E!ectrohi_c transactions frameworks

. Co-convenors’ note: Smalf group .discussion on. this. article were concluded in October 2022..
Co-convenors and the facilitator remain available for discussions with any inyterestedﬁ de/egations.

Each [Party/Member] shall endeavour to adopt or maintain a Iegal"fra‘m'eWofk ‘gbbverhing

.. electronic transactions that is consistent with the principles of the UNCITRAL Model Law on

[Alt:

[Alt:

Electronic Commerce 1996.

‘Each [Party/Member] shall adopt or maintain_a legal framewori< governing- electronic

transactions that takes into account the principles of the UNCITRAL Model Law on Electronic
Commerce 1996.] - - s o ~ C o o :

" Each [Pva'rth/'Myengbér] ‘s‘hal'l endéanLl'r‘to: )

(a). avoid undue* regulatory burden on electronic transactions; .

avoid undue regulatory burden on electronic transactions with resbe\'ct to the adrhinisfr’atiVé
procedures for applications to competent authorities.] PN Ea FRETR :

(b)  facilitate input by interested persons in the development of its legal framework for
. electronic transactions. AR o FLTiT e i i

*[Drafting note: [Several participants] mentioned [their] concern'on future interpretation of
"undue” in paragraph 2(a) as imposing a necessity test and accepted the term "undie"
based on the shared understanding by small group Members that "undue” is not to be
interpreted as imposing a necessity test.} < o o ‘ S S

Ve

‘ The [&Par(ti‘es/Mern‘bers] re‘coghise“tvhe irhportanéé of facilyit‘atin‘g the‘use,of ‘eléctrdnvi‘c

transferable records: To this end, each [Party/Member] shall endeavour to ‘adopt or'maintain
a legal framework which takes into account the 'UNCITRAL Model Law on Electronic
Transferable Records 2017.



INF/ECOM/62/Rev.4

-5

(2) Electronic authentication and electronic signatures

Co-convenors' note: This 'artic/eA wasﬁv ‘c/eéned infinfOrhﬁ'él discussions _then enddrsed at the
20 April 2021 plenary meeting. Smr e

1.

"Electronic authentication" means the process or act of verifying the identity of a party to
an electronic communication or transaction or* ensuring the integrity of an electronic.
communication. ‘ R B R S
*Negotiators' note: It is understood that 'or' includes ‘and’ and thus encompasses situations
where both or either functions are performed.

"Electronic signature" means data in electronic form that is in, affixed to, or fogically
associated with an electronic data message that may be used to identify the signatory in
relation to the data message and indicate the signatory's approval of the information
contained in the data message.® ' :

Except in circumstances otherwise provided for under its laws or regulations, a
[Party/Member] shall not deny the legal effect, legal validity, or admissibility as evidence in
legal proceedings of an electronic signature solely on the basis that the signature is in
electronic form.

No [Party/Member] shall adopt or maintain measures that would:

(a) prohibit parties to an electronic transaction from mutually determining the
appropriate electronic authentication methods, or electronic signature for that
transaction; or

(b) prevent parties to an electronic transaction from having the opportunity to establish
before judicial or administrative authorities that their transaction complies with any
legal requirements with respect to electronic authentication or electronic signatures.

Notwithstanding paragraph 4, a [Party/Member] may require that, for a particular category
of transactions, the method of authentication or the electronic signature meets certain
performance standards or is certified by an accredited authority, in accordance with its laws
or regulations. .

To the extent provided for under its laws or regulations, a [Party/Member] shall apply
paragraphs 3 to 5 to electronic seals, electronic time stamps and electronic registered
delivery services.

[Pérties/Members] shall encourage the use of interoperable electronic authentication.

[Parties/Members] may work together, on a voluntary basis, to encourage the mutual
recognition of electronic signatures.

L For greatei* certainty, nothing in this provision prevents a [Party/Member] from according greater legal

effect to an electronic signature that satisfies certain requirements, :such as indicating that the electronic data
message has not been altered or verifying the identity of the signatory. :
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7 (3)Electronic contracts. .

"Co-convenors' note: This article .
22 Ju/y 2021 p/enary meet/ng

was cleaned in informal - discussions then endorsed- at the:|

1.0 Unless otherwise prowded for under its laws or regulations, a [Party/Member} shall -not deny

_the legal effect, legal validity, or enforceablllty of an electronic contract1 soIer on the basis
that the contract has been made by electronic means.

- L-For greater ce‘r't‘a“inty,y an electronic contract includes a contract made by interaction-with.an automated
message system. VORI S L e s e s e L
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(4) Electronic invoicing

Co-convenors' note: Small group discussion on this article were concluded in February 2023. Co-
convenors and the facilitator remain availablé for discussions with any interested delegations.

Definition:

(1)' “é|ectronic ihvoici‘n'g“ means the proceSsihg and eXchange of an invoice between a seller and a
buyer-using a structured digital format. R S R SR TR R e .

(2) "electronic invoicing ffamework" means a system that facilitates the processing and exchange
.of an invoice between a seller and a buyer using a structured digital:format [and that allows a buyer
“and a-seller to each use a different access. point service supplierto exchange an invoicel:

1. Unless otherwise provided for under its laws or regulations, a [Party/Member] shall not deny the
legal effect or admissibility as evidence in a legal proceeding of an invoice solely on the basis that
the invoice is in electronic form. S e : R '

2. [Parties/Members] recognise that electronic: invoicing frameworks - can ‘help: improve cost
effectiveness, -efficiency, accuracy, and reliability of electronic commerce transactions. '

3. To the extent that a [Party/Member] develops a measure related to electronic invoicing
frameworks, the [Party/Member] shall-endeavour to:design the: measure- to support cross-border
interoperability, - including by _taking. into: :account - international . standards, - guidelines or
recommendations, where they exist [and by promoting ‘the “adoption” of electronic invoicing
frameworks that are based on discovery, delivery and data components that utilize open standards].

4. Each [Party/Member] shall endeavour to share best practices pertaining to electroni¢ invoicing,
as appropriate. B
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A.2. Digital trade facilitation and logistics

(1) Paperless trading

Co-convenors’ note: Small group' discussion on this article wére cohé/uded in Janua)'y 2022.
Co-convenors and the facilitator remain available for discussions with an y.interested
delegations. '

1. '‘Customs 'auth'or‘ity' m‘eans' ark\y‘auth.ority thaf is :responsible 'u'n‘der tlile‘ Iéw ’df' e_ach
Party/Member for the administration of its customs laws and regulations. '
1bis: ‘Subport‘ing docu'me‘ntati'oh'v‘meahs bahy‘docurheritét‘ion that is re'qubired‘bto sUp‘pbrt the
information presented to a Party/Member for import; export, or transit of goods through its

territory. Supporting documentation may include documents such as invoices, bills of lading,
‘ packing’lists and money transfers. A R ST

lter. With a view to creating a paperiess border environment for trade of goods; -each
Party/Member recognises the importance of eliminating paper forms and documents
- required for import; €xport, or transit of goods. To this end, Parties/Members are encou raged
to eliminate paper forms and documents, as appropriate, and transition toward using.forms
and documents in data-based formats.

o Foyr‘the purpose of. parégraphs 2 and 3, 'e‘I‘ect,roniyc _fofmat' yin\cludes, inter alia, formats

~.'suitable for automated interpretation and electronic processing without human'intervention,

:as well as digitized images-and forms. ( o . RN TR SRR

2. " Each [Party/Member] bshall méké any fobrm isSued or Controlled by its vcu‘stoms authority for

~ import; export, or transit of goods through its territory available to the public in an electronic
format. LRI

2bis. Each [Party/Member] shall endeavour to make any form issued or controlled by any
government agency other than its customs authority for import, export, or transit of goods
through its territory available to the public in electronic format.

No Party/Member shall be required to apply paragraphs 2 and 2bis if there is an international
legal requirement to the contrary. ‘ : ;

2ter. Each, [Party/Member] shall endeavour to make instructions for the submission in electronic
format of the forms referred to in paragraph 2 and paragraph 2bijs available through the
internet. : : ’

3. Each [Party/Member] shall accept any form issued or controlled by customs authorities and,
as appropriate, supporting documentation, required by customs authorities for import,
‘export, or transit of goods through its territory submitted in electronic format as the legal
equivalent of the paper version of those documents.

3bis. - Each [Party/Member] shall endeavour to accept any form issued or controlled by any
government agency other than customs authorities and, as appropriate, supporting
documentation, required by any government agency other than customs authorities for
import, export, or transit of goods through its territory submitted in electronic format as the
legal equivalent of the paper version of those forms.

3ter.  No [Party/Member] shall be required to apply paragraphs 3 and 3bis if:
- {a) thereis a domestic or an international legal requirement to the contrary; or,

(b)  doing so would reduce the effectiveness of the customs or other trade procedures
required for import, export, or transit of goods through its territory.
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3quater.

- .A [Party/Member] shall [endeavour to] [publish'/ notify the Committee [X] of] the list

of paper forms required unvder-vparagraph- 3ter (a) within [X] years of [the date of
approval / date of entryinto " force of this;'.t»initia,tive].‘_EaC_h -[Party/Member] shail
[endeavour to] update the list, as appropriate. =+~ § Lo ‘

' Negotiators' note: This provision will 'béAré'—examin‘ed before' the conclusion of the neg_otiations, in

light of the chosen Jegal architecture and horizontal transparency: provision.

4, [Parties/Members] shall endeavour to coopefate, where ‘appropriate, in international fora to
promote the use of electronic forms and documerits required for import, export, ortransit.

5. . Recognizing that use of an international -standard for utilization of electronic forms and
documents required for import, export, or ‘transit can facilitate trade,"[Parties/MemberS]
shall endeavour to take into account, as ‘appropriate; standards of, or methods agreed by
relevant international organizations. ‘ '
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i {2) Single windows data exchange and system interoperability / Unigue Consignment, -
. e i .. Reference Numbers : T : '

Co-convenors' note: Small group discussion on this article ‘wefe concluded ‘in"JuIy 2023. Co-
convenors and the facilitator remain: available for discussions with any interested delegations.

1. In implementing its single. window. pursuant to TFA Article 10.4.1, each [Party/Member] shall
endeavour to enable through a single entry point the electronic submission of the documerlltation
[and/or] data the [Party/Member] requires for import, export, or transit of goods through its territory
for all its participating authorities or agencies. U U RIS R

2. Whenever possible, the single window shouldallow‘the' electronic submission of documentation
- [and/or] data in advance in order. to. begin Processing information prior to the arrival of goods with
a view to expediting the release of goods upon arrival. . . : : s AL

3. In building and maintaining its single window, each [Party/Member]: k

(a) shall endeavour to incorporate, as appropriate, the World Customs Organization Data Model
or other international standards for data elements;

(b) shall ensure the protection and confidentiality of the data exchanged with other single
window, whenever this exchange is permitted; and

{c) is encouraged to implement a réference 'number or other identity verification too! to uniquely
identify data relating to an individual transaction.

Whenever a single window is not available or not integrated with customs authorities, this paragraph
applies, as appropriate, to customs management systems used for processing data related to export,
import and transit of goods through its territory.

4. In implementing paragraph 3, [Parties/Members] shall endeavour to:

(a) share with each other their respective experiences in developing and maintaining their single
window; and :

(b) work towards a harmonization, to the extent [practicable/possible], of data elements and
customs processes. . :

5. Taking into consideration the interests of micro, small and medium enterprises, [a/each]
[Party/Member] shall endeavour to allow traders and other stakeholders to use service providers to
exchange data with a single window on their behalf or, where a single window is not available, with
customs management systems [on their behalf] FN.

[FN - For greater certainty, this provision does not preclude a [Party/Member] from requiring service
providers to meet certain procedural requirements in order to exchange data with the single
window.] '
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[Alt 1:

Section B: Openness and electronic commerce
B.1. Customs duties on electronic transmissions

"Electronic trahsmisSioh“ means a transmission made using-any electromag_neti;.means and
includes the content of the transmission. - o

No [Party/Member] shall impose customs duties.FN on electronic transmissions: [between a

‘person of one [Party/Member] and a person of another. [Party/Member].*

" EN: For the purposes of this p'rdviSioh, ¢ust6m§ duties include fees-or other charges of any

[Alt 2:

[Alt 3:

kind imposed on or in connection with importation or exportation.

*Negotiators' note:. The'b}'ackéted text 'bétWeén a person: of one [Party/Member] and a
person of another [, Party/Member]' will be re-examined at a later.stage in the negotiations,
in light of the legal architecture of the negotiated outcome in the JSL.]

e

[Parties/Members] agree to maintain the current practice of not imposing customs:duties on

‘ electronic transmissions, ~not’inc|_udin'g content transmitted electronically. [Parties/Members]

may adjust their practice in light of any further WTO Ministerial Decisions-or Agreements in
relation to the Work Programme on Electronic Commerce. - .. . ~

For greater certainty, the above shall not preclude a Member to apply custom procedures for
public policy purposes.] e - o T \

Each [Party/Member] shall maintain its practice of not imposing customs.duties on electronic
transmissions between .itself and another Member, consistent with paragraph 3 of the
WTO Ministerial Decision of 17 June 2022 (WT/MIN(22)/32) and any. further WTO Ministerial
Decisions in relation to the Work Programme on Electronic Commerce.]

paragraph 3 (if attached to Alt 1) or Paragragh 2V(if :attached to Alt 2)

For greater certainty, paragraph 2 shall not preclude a [Party/Member] from imposing
internal taxes, fees or other charges on electronic transmissions in @ manner consistent with
the WTO Agreement.
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 UB.2. Access tointérnet and data

(1) Open government data

Co-convenors' note: This article was cleaned in informal discussions and then endorsed at the
13 Septe_mber 2021 plenary meeting. . e : ‘ S ‘

1' . . R N
i (a) This Article  applies to‘measurés by ~a-[Pjarty/M'e‘mber]_With respect to data held by
the. central government, disclosure of which is not restricted under domestic law,
and which a Party/Member makes digitally available for public access and use
~(hereafter referred to as "government data")?," T e
(b) Parties/Members recognize the benefit of making data held by a regional or local
’ . government digitally available for public access and use i a manner consistent with
' Paragraphs 2to 4. - v IR S S :
"Metadata" means structural or descriptive information about data, such as content, format,
source, rights, accuracy, provenance, frequency, periodicity, granularity, publisher or
responsible party, contact information, method of collection and context. s
2.0 [:Par_ties/Membe_rs“] recogﬁise‘that facilitating publ‘icacce’stho»and use-of government data.
B fosters economic and social development, competitiveness, -and innovation. To this end,
[Parties/Members] are encouraged to expand the coverage of such data, such as through
. €ngagement and consultation with interested stakeholders. - -
3. To the extent that a [Party/Member] chooses to make govérnmentfdata‘digit’ally’ available
for public access and use, a [Party/Member] shall endeavour, to the extent practicable, to
ensure that such data is: ,
(a) - ”made'avaiyla‘b‘le in @ machine-readable and open formait;
“(b) searchable and retrievable;
(¢) updated, as applicable, in a timely manner; and,
©7(d)  -accompanied by metadata that is, to the extent possible, basved“on commonly used
~ formats that allow the user to understand and utilise the data. B
A [Party/Me‘mber] shail further endeavour to make this data generally available at no or
_ reasonable cost to the user. » o ‘
4. To the extent that a [Party/Member] chooses to make government data digitally available

for public access and use, it shall endeavour to avoid imposing conditions? that unduly
~._prevent or restrict the user of such data from: ‘ ‘ S ‘

(a) - reproducing, redistributing, or re'publishing the Qata;
(b) régrouping the data; or, .

(c) using the data for commercial and non-commercial purposes, including in the
process of production of a new product or service.

! For greater certainty, this Article is without prejudice to a [Party's/Member's] laws pertaining to
intellectual property and personal data protection.

2 For greater certainty, nothing in this paragraph prevents a [Party/Member] from requiring a user of such
data to link to original sources.
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[Parties/Members] shall endeavour to cooperate in matters that facilitate-and expénd public

access to and use of government data, including exchanging information and. experiences

. on practices ‘and policies, with a. view to encouraging the development -of electronic
.commerce ‘and - creating business. opportunities, especially for small-and medium-sized

enterprises.

[Drafting note: Turkey mentioned its concern on future interpretation of "unduly” ‘in the chapeau of
paragraph 4 as-imposing a hecessity test and accepted the ‘term "unduly” based on the shared
understanding by -small group Members that: "unduly™ is not to 'be interpreted .as imposing a

necessity test.] e I U LR e SRR
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(2} Access to and Use of the Internet for [electronic commerce/Digital Trade]

Co¥convenors’ note: Smé// group: discussibn on -this article Wére concluded in September 2022.
-| €o-Convenors and the facilitator remain available for discussions with any interested delegations.

1. "End-user" means a natural or juridical person who purchases or subscribes to an Internet
access service from an Internet access service provider.

Negotiators note: The choice of the final wording between Jjuridical person’ and 'enterprise’ is
pending the result of a discussion on these terms and their usage across the whole Consolidated text.

2. [Parties/Members] recognisé the benefits of end-users in their territories having the
ability to: .

(a) access and use lawful services and applications of their choice available on the
Internet, subject to reasonable network management [which does not block or slow
down traffic for unfair commercial advantage;] [FN]

FN: For the purposes of paragraph 2(a), [Parties/Members] recognise that an
Internet access service supplier that offers certain content only to its end-users
would not be acting contrary to this principle.

(b) connect the devices of their choice to the Internet, provided that such devices do
not harm the network; and .

(c) access transparent and clear information on the network management practices of
their internet access service supplier, : :

For greater certainty, nothing in this paragraph shall be construed to require a [Party/Member] to
adopt, amend or maintain a particular measure to implement the principles set out in this paragraph, -
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| endorsed at the 13 September 2021 plenary meeting.

Section C: Trust and electronic commerce
C.1. Consumer Protection

~ (1) Online consumer protection

Co-convenors' note: This article was cleaned in informal discussions: in August 2021 and then

1. = Misleading, fraudulent and deceptive commercial activities include: . '
(a) making material misrepresentations?, including implied factual misrepresentations,
. " or false claims as to matters such as qualities, price, suitability for purpose,
quantity or origin of gopds or services. o o ‘

(b) advertis'ing goods or services for supply without intention or reasonable capability

to supply;
(c)y failing to deliver"gookd"s or p?oVide”éérvices to a consumer after the consumer is

charged unless justified on reasonable grounds; or
(d) charging a consumer for services or goods not requested.

2.  The [Parties/Members] recognise the importance of transparent and effective measures that
enhance consumer confidence and trust in electronic commerce. Each [Party/Member] shall
adopt or maintain measures to proscribe misleading, fraudulent and deceptive commercial
activities that cause harm, or potential harm, to consumers engage? in electronic commerce.

3. To protect consumers engaged in electronic commerce, each [Member/Party] shall
endeavour to adopt or maintain measures that aim to ensure:

(a) ' that suppliers of ‘goods and services deal fairly and honestly with consumers;

(b) that suppliers provide complete, accurate, and transparent information on goods
and services including any terms and conditions of purchase; and

() the safety of goods and, where appI"icabIe,' services during hormal or reasonably
foreseeable use. » :

4, The [Parties/Members] recognise the importance of affording to consumers who are engaged
in electronic commerce consumer protection at a level not less than that afforded to
consumers who are engaged in other forms of commerce.

5. The [Parties/Members] recognise the importance of cooperation between their respective
consumer protection agencies or other relevant bodies including the exchange of information
and experience, as well as cooperation in appropriate cases of mutual concern regarding the
violation of consumer rights in relation to electronic commerce in order to enhance online
consumer protection, where mutually agreed. :

6. [Parties/Members] shall promote access to, and awareness of, consumer redress or recourse
mechanisms, including for consumers transacting cross-border.

[Drafting note: Guatemala and Ecuador can support this text as long as they are allowed an
implementation period of X years]

! For the purposes of this article, material misrepresentations refer to misrepresentations that are likely
to affect a consumer's conduct or decision to use or purchase a good or service. .

2 For the purposes of this article, the term 'engaged’ includes the pre-transaction phase of
electronic commerce. - : = . . ‘ e SR
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'-(2) Unsolicited commercial electronic messages

Co-convenors' note: This article was cleaned .in informal discussions then endorsed at the
5 February 2021 plenary meeting.

1, "Commercial electronic méssage" means.an electronic message which is sent for commercial
... purposes_ to ‘an .electronic -address of a .person? through telecommunication services,
comprising at least electronic mail and to the extent provided for under domestic laws and
regulations, other types of messages. "Unsolicited commercial electronic message" means a
commercial electronic message that is sent without the consent of the recipient or despite

the explicit rejection of the recipient. = = = S o ’

S22, [Parties/Members] recognize the importance of promoting confidence and trust in electronic

B commerce, including through transparent and effective measures that limit unsolicited

commercial electronic messages. Each [Party/Member] shall adopt or maintain
measures that: - : S " L e o

(a) require suppliers of commercial electronic messages ‘to facilitate the ability of
"rkecipients‘to‘ prevent ongoing reception of those messages; or,

(b) require the coh:sé‘nt,‘és speéifiéd in ‘t‘he laws or regUla‘t’ick)‘ns of each [Party/Member],
of recipients to receive commercial electronic messagés;vor, o o

N () I - otherwise _provide . for .the = minimisation of - unsolicited. .commercial
\ ... electronic messages. B D T R

3 " Each [Party/Membéf] shéllﬁ‘endéav'bu‘r to"'ehéljre: that cokﬁm'eil*cia:l"elect’rOni:ck“r'hesvéages are
- clearly identifiable as such, clearly disclose on whose behalf they are sent, and contain the
.necessary informkation,,to enable recipients to request cessation, free of charge and at

any time. R ' ; i

4, Each [Party/Member] shall provide access to either redress or recourse against suppliers of
' - unsolicited commercial electronic messages that do not comply with the measures adopted
. ...or maintained pursuant to paragraph 2. i .

5. [Parties/Menﬁbéf‘sv] shall éhdéavdur‘to'cot)peraté‘ in kapprdpriaté cases of mutual concern-
- .regarding the regulation of unsolicited commercial electronic messages. S

[Drafting note: Guatemala and Ecuador can support this text as /Orig: as "th'éy are allowed an
-implementation period of X years.]. . oo L ; : T TR . .

! For greater certainty, the "electronic address of a person" does not cover IP addresses. . - .
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3bis.

C.2. Privacy.

(1) [Personal information protection / Pérsonal data protection]
[Alt 1: , o
"parsonal information" means [any] information, including data, [about/relating to] an
identified or identifiable natural person.] " g : : ’
[Alt 2: ‘ o ‘
"personal data" means any information[,including data] [about/relating to] an identified or
identifiable nfa‘_cura| person.] [FN] " ' ' o el fo

[FN: Data means recorded ‘information, regardless of form or the media on which the data

is recc_)rded.] »

[Alt 3: Facilitator's proposal

_"personal information or personal data, means any information [about/relating to/about or

relating to] an identified or identifiable natural person". [FN]

EN: For the purposes of this article, the terms "data” and "information™ are considered
[interchangeable/to have the same meaning].]

[Alt 1:

The [Parties/Members] recognise the economic and social benefits of protecting the personal
[infor_mation/data] of users of [electronic commerce/digital trade] and the contribution that
this makes to enhanci_ng consumer confidence in [electronic commerce/digital trade].

[Alt 2: ‘
[Parties/Members] recognise that individuals have a right to privacy and the protection of
personal data and that [high/enforceable] standards in this regard contribute to trust in the
digital economy and to the development of trade.] ‘ ‘ B

[Alt 3:

" The [Parties/Members] recognise the importance of ensuring compliance with measures to

protect personal information and ensuring that any restrictions on ‘cross-border flows of
personal information are necessary and proportionate to the risks presented.]

Proposed redraft‘ of paragraph 2: merge of the 3ALT

The [Parties/Members] recognise the importance of protecting the personal
[information/data] of users of [electronic commerce/digital trade] and that high standards
in this regard contribute to enhancing consumer confidence and trust in the digital economy
and [electronic commerce/digital trade]. [Any restrictions on cross-border flows of personal
information should be necessary and proportionate to the risks presented]. s

Each [Party/Mémber] shall adopt or maintain a legal -framework ‘that provides for the

- protection of the personal [information/datal of [individuals/the users of electronic

commerce/the users of digital tradel.

[Parties may adopt’ and maintain the safeguards they deem appropriate to ensure the
protection of personal data and privacy, including through the adoption and application of

" rules for the cross-border transfer of personal data. Nothing in the agreed dis¢iplines and

commitments shall affect the protection of personal data and privacy afforded by the
[Parties'/Members'] respe_ctive safeguards.]

In the development of its legal framework for the protection of personal [information/data],
each [Party/Member] should take into account principles and guidelinkes developed by

‘relevant international bodies or organisations.-

For greaterv'certainty,fa [Party/Member] may comply with the obligation in paragraph 4 by
adopting or maintaining [measures or a combination of] measures such as a comprehensive
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10,
11,
12.
14.

S5,

16.

. The mechanisms’ referre

[Pértie‘s/M_‘émb;é‘rs'j shall ér‘idé}a?vouyrf;t_o exchange information

privacy, personal information or personal data protection laws, sector-specific laws covering
privacy, or laws that provide for the enforcement of voluntary undertakings by enterprises
relating,tok_privacy.. e B o PRI

[Alt 1:

Each [Party/Member] [shall :eh‘deavourto/shall] adopt. or -maintain.: non—disCriminatory
“practices in protecting users of [electronic. commerce/digital . trade] ~from.: personal

[information/data] protection violations occurring within its jurisdiction.

[Alt2: . .. :

Each [Party/Member] [shali ‘éhdeé:vddrfb/shall]édbpt;orﬁ mai’r‘ita‘in‘rvtnb‘ekas\ijr“e\s‘;t'h_iat protect
individuals without discrimination, on such bases as nationality or residence, from personal
[inform‘ation/da:ta]»protection_ violations occurring within its jurisdiction. ‘

- Each [Pa‘rty/Member] [shall/should] pubiish information on the personai' '[infdrhiatiori/data]

protections it provides to [users of digital trade/users of electronic Commerce], including
guidance on how: ‘

(a) [individuals/a natural ber‘son-“].'c‘an pursue reme.d’iés;ﬂand,.__ e

(b) enterprises can comply with-legal requirements. s

Recognising that [Parties/Members] may take different legal approaches ‘tb'\y'protecting

. personal_[information/data], each Party should éncourage the development of mechanisms
. to promote compatibility be«tweer\]kthes’ekdifferen_t regimes. . . Pt

ed i_‘fo:‘infp'ar'agraph 8 may.include thé__recdgniti\dr’) ,okfv_iregulatory

- outcomes, whether accorded autonomously or by mutual arrangement, or broader

international frameworks.

_ \:on‘méch'angis‘r‘nsiréf‘efred to in
paragraph 8 that are applied in theirjurisdict_ions,[an‘d explore ways to extend these or other
suitable arrangements to promote compatibility between them]. ‘

- Each [Party/Member] shall endeavour to avoid using personal information obtained from an

- enterprise in.a manner.that 'discriminates,against‘the -natural person whose . personal

information was obtained. .

Each [Party/Member] shall endeavour to protect personal.. information. disclosed to a
government authority by an enterprise such that the access, disclosure, use, retention, or

interests of the natural person whose personal information was obtained.[!]

- modification . of that,personal‘(,i‘n-formation» does not cause unnecessary damage to the

"Pé"rébn'al data" means any direct or indirect information. ‘that‘"rélét\és\”’t‘o- an identified or
identifiable natural person.. . e , S L e

.~ . The Members recognise the economic and social benefits of protecting the personal data of
~.-users of electronic commerce and the contribution that this makes to enhancing consumer

confidence in electronic commerce.

- To this end, the Members shall adopt or maintain measures that ensure the protection of
personal data, including. the cross-border transfer and processing of personal.data and the

conditions and requirements relating to it to 'promot'e‘thé -fundamental;valu‘es of respect for

_Privacy and protection of personal data.

The Members shall ensure obtaining the directly expressed ihdi:‘vi'dea‘I.":s; consent for cross-
border transfer and processing of his personal data.. .. .. - T

[ [For Qreé'ter c“e'rtéi'nty,' the bublié disclbéﬁfe of p“e‘ns‘bna'l info'rm,‘anti,on that Ean fééso‘n‘ably‘ be éxpe‘cféd to cause

unnecessary damage to an individual does not constitute a violation of this obligation provided that it is not
inconsistent with paragraph. (x) of this article and that it is.done for the purposes of legitimate law enforcemqnt

‘activities,‘.judi‘cial proceedings, compliance with regulatory requirements, .or natkional,_securi‘ty,']_1 .
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C.3. Business trust
(1) ‘Sour‘cke code
L ~ ["Algorithm" meé‘hsk»:afdekﬁ-nked seq“u_en'ce of steps taken to solve a problem or obtain a result.]

2.7 No '[Parkty/Member]l [shall] [to the extent bractiCable] require the transfer of, or access to,
a .source code of software owned by a person of another [Party/Member], [or the transfer of,

3. [For greater ‘ce‘rtailnty,paragra‘ph 2.does not apply to the voluntary transfer of [source code,]

: or granting of access to- source code on a commercial basis, by a natural or juridical person,
for. instance in the context of a public procurement transaction or a freely negotiated
contract.] = L : ‘ R P o

4. ' This Article/Paragraph 2. [doé‘s/s:h‘all] not preclude a ‘:‘COmpete\nt ‘authority of a
e [Pa‘rty/Membe‘r] from‘ requiring a person of another [Party/Member]: [:] R

[Alt' 1 ] Lo S : KR ; : ,
(@) - to preserve and make available [ the source code of software [, or an algorithm
B expressed -in ‘that- source code,] for [an. / a specific] -investigation, inspection,
examination, enforcement action, or judicial proceeding, [including those refating to
non-discrimination “and the -prevention of bias,] subject to safeguards again‘st

- unauthorised disclosure. [; and L AN N s

(b)  to transfer or provide access to the source code of software [, or an algorithm
., expressed in that source code; ] for the purpose of the imposition or enforcement of
a remedy granted in accordance with that [Party's/Member's] law following .an
investigation, inspection, - examination, - enforcement action, - or —.a judicial
proceeding].] DR : ‘ IR T
[Alt 2
to preserve and make availablelt] the source code of software [, or an algorithm expressed
in that source code,] for [an / a specific] investigation, inspection, examination, or judicial
proceeding, [to determine compliance with its laws and regulations, including those relating
to non-discrimination and the prevention of bias;] or to preserve, make available, or transfer

the source .code of software [, or an algorithm expressed in that source code,] for an
enforcement action, subject to safeguards against unauthorized disclosure.]

5. When source code of software has been preserved, made available, or transferred [ for the
purposes referred to in paragraph 4], that [Party/Member] . shall adopt -or maintain
[measures / safeguards] to prevent the unauthorised disclosure of that source code.

! [[Parties/Members] understand that] this making available shall not be construed to negatively affect
the status of source code of software [or algorithm expressed in that source code] as a trade secret [, if such
status is claimed by the trade secret owner/if it has such a status under the laws and regulations of a
[Member/Party].] :
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(2) ICT products that use cryptography
‘For the puprSes of this Article: L :

: (a) "'Ciphér" or: "k(‘:rypt‘ographic algoi—i_thm"’ means a [defihed rﬁeth;odyof transforming data

using cryptography]/ [mathematical procedure or formula for combining a key with
-plaintext to create a ciphertext],j ' S : ‘ e

k(b)‘ - "Ciphertext" means data in ‘a form’ that  cannot be easi‘ly:understood withoUt
-+ subsequent decryption.’ SR : U R

(©) "Cryptography"_mea‘ns the principles, means or methods for the transformation of
data in order to conceal or disguise its content, prevent its undetected modification,

or prevent its unauthorised use; and is limited to [principles, means or methods
where]/[the transformation of information using,] one or more secret parameters,
for example, Crypto variables, or associated key management [is required in order

to transform the data or to perform.a corresponding reverse transformation];

(d) "Encryption" means the conversion of data (plaintext) through the use of a
’cryptograp’hic algorithm into a ciphertext using the appropriate key;

(e) "Information and communication technology product (ICT product)" means a
’ product whose intended function is information processing and communication by
electronic means, including transmission and display, or electronic processing
applied to determine or record physical phenomena, or to control physical processes.

FN: For greater certainty, an ICT product does not include a financial instrument.

(f) "Key" means a parameter used in conjunction with a cryptographic algorithm that
determines its operation in such a way that a person with knowledge of the key can
reproduce or reverse the operation, while a person without knowledge of the key
cannot. : ’

(a) transfer or provide access tg any proprietary information relating to cryptography,
including by disclosing a particular technology, production process, or other
information, for example, a private key or other secret parameter, algorithm
specification or other design detail, to that [Member/Party] or a person in the
territory of that [Member/Party]; .

(b) partner or otherwise cooperate with a person in the territory of that [Member/Party]
in the development, manufacture, sale, distribution, import or use of ‘the ICT
product; or

(c) use or integrate a particular cipher or cryptographic algorithm.

[This Article shall apply to ICT products that use cryptography [and are [designed or] used
for commercial applications].] [This Article]/ [Paragraph 2] shall not apply to:

[(a) a [Party's/Member's] law enforcement authorities requiring service suppliers using
encryption they control to provide unencrypted communications pursuant to that
[Member's/Party's] legal procedures; ] o

(a) “the regulation of financial instruments;

(b) a requirement that a [Member/ Party] adopts or maintains relatihg to access to
networks, including user devices, that are owned or controlled by [the government
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of] that [Member/ Party] fand are eXcIusi_V’éIy for use in the exercise dfgovef‘nment
functions],‘in‘cluding [t_ho_se‘of] central bal ks; : »

(c) - a measure adopted. or maintained by a [Member/Party] pursuant to'supervisory,

investigatory, or examination'authority relating to financial [institutions/service
suppliers] or financial markets; or: e R s

(d) the manufacture, sale, distribution, import, or use of an ICT product by or for [the
government of].a [Member/Partyl. ' ' :

I(e) a requirement imposed or enforced, or a commitment or undertaking enforced, by
a judicial authority, a regulatory body, or a competition authority pursuant to a
[Member's/Party's] competition law, to prevent or remedy a restriction or:a
distortion of competition; or ] - ‘ ~ ' :

[(f) a decision, by a regulatory [body] or a judicial authority ‘of a [Member/Party],
‘ requiring a manufacturer, [developer]. or supplier of an ICT product. that uses
cryptography .to preserve and make available [FN1] anyinformation to which
subparagraph - 2(a) applies in  furtherance of - an. investigation, inspection,
examination, enforcement action or a judicial proceeding.]" : : .

FN1: [Parties/Memb:ers]»u,nde‘rstand that this making available shall not be construed to negatively
affect the status of any proprietary information relating to cryptography as a trade secret.]

4.

[5.

[Where . proprietary information: relating to cryptography of an ICT, product . that uses
cryptography-and that is [designed or] used for commercial applications has been revealed
to a [Member/Party] upon its request, that'[Member/Party] shall adopt or maintain measures
to prevent the unauthorised disclosure of proprietary information contained in or related to - .
the ICT product that uses cryptography. To this end, each [Member/Party]'shall provide for
appropriate preventative measures against that disclosure, including by limiting the access
to and use of that information-to those who-are essential to the .performance of those
activities only.] S o : : =

Nothing in this Article shall be construed‘ to:

(a) affect the rights and obligations of .a [Member/Party] ‘under Article [X.X] (Source
Code); and] v . o ,

[(b) preclude a [Member's/Par-ty's] law enforcement authorities from requiring a: service .
supplier using encryption to provide, ~access 1o encrypted and. unencrypted
communications, pursuant to that [Member's/Party‘s] legal procedures.]
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. C.4, Cybersec’uri‘ty

Co-convenors' hote_: Small group discussion on th’is article were concluded in October 2022,
Co-convenors and the facilitator remain.available for diSCusSions with any interested delegations.

Y.

' Undermine;‘c'on_fidence in [digital trad'e/electr‘oriic’commerce]. v

The [Parties/Members] recog‘nise that ’\thr.eats’ ‘to '[cyberSe_curi‘ty/information ‘ sehurity]

[Parties/Members] recognize the evolving nature of Cyber threats. In order to identify and

"_Mmitigate those" threats and; thereby facilitate [digital’ trade/"el(ec,tro‘nic commerce] the
[Parties/Members] shall endeavour to; . AR S

(a) - build the capabilities of their respective national entities responsible for cyberseéurity
’ incident response; ' SRR .

(b)  collaborate to identify and mitigate malicious intrusions or dissemination of malicious

code “that affect electronic networks of . [P’artifes/Memb‘ers]‘ and to address
Cyberse‘curity inciderits in a timely manner, [combat cybercrime], as well as to share
information' for awareness and best practices. - - ot '

Given ‘the -evolving ‘nature - of cyber threats and 'their negative impact on' [electronic
commerce/digital trade], the [Parties/Members] recognise the importance of risk [-based/
manage_ment]"approkaches in addressing' those threats while minimising trade barriers.
A‘ccbrdingly,{[where'appropriate];each-[Pa‘rty/Member] shall endeavour to employ, and to

-€ncourage enterprises - within its jurisdiction to ‘use, risk [-'b"ased/l management] approaches

that rely on-risk management best practiCes»and on standards developedz in-a consensus-

- based, transparent, and: open manner, to Iidentify-and protect against cybersecurity_risks, to
detect [cybérsécurity events], and to respond to-and recover from cybe"rsecurity incidents,

Drafting note: The delegations’ understanding of standards developed in a consensus-based
manner draws on the TBT Committee Principles - for the Development  of Infernat/ona/
Standards, Guides and Recommendations. " In this context, consensus - peed not
imply unanimity. R o o IRt ' ;
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“'Gection D: Cross-cutting issues
D.1. Flow of information

" (1) [Cross-border transfer‘ of information by éléct’ronic,melans / CmsS—border dvatavflo‘ws]

1. "C0vefed'pérs'o-n,“'means-a n'atipr‘ial'iofé [Péi'ty/'Mérnber:] oran ehtérprise of a
- [Party/Member]. . ‘ e R S o e
2. “'Enterprise;'v means [an/anY] entity constituted ot organized under applicablé law, whether

‘or not for profit, and whether privately or governmentally owned or controlled, including
[any branch, / a./ any] corporation, trust, partnership, sole proprietorship, joint venture, [or
other assbciation/ association or similar org‘anisation]. « S :

3. jAIt1:

“Pe’rs'bnalf in_formatiori" 'tneéné any information‘, including data, about. an identified' or
identifiable natural person.] g '

e :  [Alt 2:
oot "Personal data" means any information relating to an identified or identifiable natural person.

* [Parties/Members] recognise that each [Party/M’em‘bér] may have its own regulatory

e requirements concerning the transfer of information by electronic means [compatible and
e _i.nteroperable with the requirements and limitations _established in this Section]. -

5. [Alt1: |
No [Patty/Member] shali prohibit or restrict the crdss-b’ordej' trahsfer of invformation,b

including personal information, by electronic means, if this activity is for the conduct of the
.. business of a covered person.] » : -

: o [AlE 2:

- [Unless .otherwise provided for under its laws or regulations, ] [each\Each] V[Party/Merhbér]
shall allow the cross-border transfer of information by electronic means when this activity is
" for the conduct of the business activity of a covered person.} ‘ R T -

{

[Alt 3:

- The [Parties/Members] are .com_thitted to ensuring,c_rdsks—‘bord'e,r data flows to facilitate trade
. oommin the digital economy. To that end, cross-’border data flows shall not be restricted'by:

TR T

(a) “requiring - the use ‘of computing - facilities  of . network: elements ".in. the
_.,[Party's/Member's]f territory - for: processing,' indiuding by imposing the -use of

. “computing facilities or network elements that are certified or ‘approved  in ‘the
territory of the Party; » s ' B R

T

e

(b) ; requirin'g-the localisation of data in thé [Pértyfs'/Member's] terr‘itory;fdr;storage or
© ‘pvrcihibiting storage or processing in the territory of other [Parties/Methbéré];f
(d). ;maki‘ng the cross-border transfer of data contingent upon use of computing facilities
or. network elements in the ['Party's/Member',s] territory -or -upon localisation
~ requirements.in the [Party's/Member's] territory.1: L S IR
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6bis.,

[Alt2:

[Alt 1:

Nothing in this Article shal‘lk prevent. a [Party/Memb_er] from adopting or maintaining [a

measure/measures] inconsistent with.paragraph 5 [that is necessary] to achieve a legitimate

public policy objective, provided that the measure:
(@) is not applied in a manner w'h_\i’ch; would” constitute a ‘means - of ‘arbitrary or
unjustifiable discrimination or a disguised restriction on trade [; and

(b) does not impose restrictions .on - transfers of informa‘tion‘i“gi'éater“than are
' [necessary/requi_red] to achieve the objective.]k]‘ '

['Parties/Members] may adopt and maintain the safeguards they deem appropriate to ensure
the protection of personal data and privacy, including through the adoption and application

- of rules for the cross-border transfer of personal data. Nothing in the agreed disciplines and
_commitments ‘shall affect the protection .of pe
[Parties'/Members'] respective safeguards.]

rsonal -data and privacy afforded. by the

For greater certainty, legitimate public policy objectives include the protection or promotion

“of the rights, interests, duties and responsibilities of indigenous peoples.

This article does not apply With respect to financial service suppliers, which are adbdressed
by Article [X] (Financial Information) - ‘ ‘ DR o

Paragraphs 5 and 7 shall not prevent a'developing or least-developed [Party/Member] from
adopting or maintaining any measure regulating the cross-border transfer of information,
including personal information, by electronic means, that it considers appropriate. For
greater certainty, if a: [Party/Member] invokes this paragraph in a dispute, the body-or

‘méchanism hearing the matter shall find that it applies.
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. 6bis.

(2) Location of compufing;faci|ities
ke f.‘ 1', ";‘f%’\s‘?
"Computing facility" means a [computer/servers/computer server] [and/or] storage device
for processing or storing information for commercial use. ; :

"Covered ~ﬁ)ersoh" means a national of a [Party/Member]. -or an enterprise. of -a
[Party/Member]. ' ‘

"Enterprise" means [an/any] entity constituted or organized under applicable law, whether
or not for profit, and whether .privately or governmentally owned or controlled, including
[any branch/ a / any] corporation, trust, partnership, sole proprietorship, joint venture, or
[other association/ association or similar organisation]. o s

[Parties\Members] recognise that each [Party\Membér] may have its. own regulatory
requirements regarding the use of computing facilities, including requirements that seek to
ensure the security and confidentiality of communications.

[Unless otherwise provided for under its laws or regulations], [no\No] [Party/Member] shall
require a covered person to use or locate computing facilities in that [Party's/Member's]
territory as a condition for conducting business in that territory. :

Nothing in this Article shall prevent a [Party/Member] ‘from adopting or maintaining
measures inconsistent with paragraph 5 to achieve a legitimate public policy objective, -
provided that the measure: :

(@) " is not applied in a manner which would constitute a means of arbitrary or "
unjustifiable discrimination or a disguised restriction on trade; and

(b) does not impose restrictions on the use or location of computing facilities greater
than are [necessary/required] to achieve the objective. :

For greater certainty, legitimate public policy objectives include the protection or promotion
of the rights, interests, duties and responsibilities of indigenous peoples.

This article does not apply with respect to [covered] financial service suppliers, which are
addressed by Article [X] ([Financial Information/Location of financial computing facilities]).

Paragraph 5 shall not prevent a developing or least developed [Party/Member] from adopting

or maintaining any measure regulating the use or location of computing facilities in its
territory, that it considers appropriate. For greater certainty, if a [Party/Member] invokes
this paragraph in a dispute, the body or mechanism hearing the matter shall find that

‘it applies.
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(3) [Financial information / Location of financial computing

* facilities for covered financial service suppliers]
vise ® ; it ‘.‘,;“ BN fé«":' : -
"Covered financial service supplier” means:
(a) a financial institution of another [Party/Member]; or

(b) a financial service supplier of another [Party/Member], other than a financial

institution of another [Party/Member], that is subject to regulation, supervision, and

licensing, authorization, or registration by a financial regulatory authority of the
[Party/Member].

"Financial institution” means a financial intermediary' or other enterprise that is authorised
to do business and is regulated or supervised as a financial institution under the law of the
[Party/Member] in whose territory it is located.

"Financial institution of another [_Party/Member]" means a financial institution, including a
branch, located in the territory of a [Party/Member] that is controlted by a person of another
[Party/Member]. v

"Financial market infrastructure” means a multi-participant system in which a covered
financial service supplier participates with other financial service suppliers, including the
operator of the system, used for the purposes of clearing, settling, or recording payments,
securities, derivatives, or other financial transactions. ‘ :

"Financial service" means a service. of a financial nature. Financial services include all
insurance and insurance-related services;and all banking and other financial services
(excluding insurance), as well as services incidental or auxiliary to a service of a financial
nature. Financial services include the following activities:

Insurance and insurance-related services

(a) direct insurance (including co-insurance):

(i) life,
(i) non-life;
(b) reinsurance and retrocession;
(c) insurance intermediation, such as brokerage and agency; and,
(d) services auxiliary to insurance, such as consultancy, actuérial, risk assessment, and

claim settlement services;
Banking and other financial services (excluding insurance)
(e) - acceptance of deposits and other repayable funds from the public;

® lending of all types, including' consumer credit, mortgage credit, factoring, and
financing of commercial transactions; o ' ‘

(g) financial leasing;

(h) all payment and money transmission services, including credit, charge and debit
) cards, travellers checks, and bankers drafts; ‘ ‘

(i guarantees and commitments;

) trading for own account or for account of customers, whether on an exchangé, in an
over-the-counter market or otherwise, the following:
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10.

(i) ! . Mmoney market;instru‘rnen»_ts.(includ:ing checks, bills, certificates of depoéits);
| (iij ‘foreigri exchéhge;ﬂ e o ‘ .
(iii) ' derivative pfoducts, inclydi,rt\g fut‘uvre's‘"‘aynd‘opkt‘ions‘;\‘
(iv) exchange rékte'ahd:‘i"nte}r‘est rate inétrufhehts, including produete such as
e swaps and forward rate agreements; ERDIREE RS S ‘
(\/) k_ ktra‘ns‘fe‘rabl‘e secﬁr‘ikeiee; a‘-vnd," o
(vi) other negotie‘ble inetrumenté and financial as‘sets;,t iheludihg bullion;
(k) ~;parti‘cipetidn in ;iss‘k,ue's of all kinds ef seeu_fities, ihddding uﬁdefwritihé‘ end placement

as agent (whether publicly " or privately) - and supply . of services - related -to
these issues; S ’ :

O | mo‘h‘eyi bfokih;_:j;,

(m) asset management, such as cash or, portfolio management, all forms of collective
- investment management, - pension fund management, Custodial, ‘depository, and
trust services; . .. e SRl

() settlement and clearing services for financial assets, incfuding securities, derivative

products; and other negotiable'kinstruments;

(0) . provision and transfer of financial information, and financial da:ta_p?roce‘ssing_ahd
related software by suppliers of o}ther ﬁnancialvservices; and. . :

(P)  advisory, intermediation and other auxiliary financial services on all the activities
listed in subparagraphs (e) through (o), including credit reference and analysis,

(a) financial market infrastructure; -
(b) . exchanges or -markets for securities or for -derivatives such- as futures, options, and |
swaps; or, ' : ‘ . S

(©) non-governmental bodies that. exercise regulatory .or supervisory authority -over
covered persons; ‘ .

"Financial service supplier of another [P'a'rtY/Me‘m‘ber‘]"‘means“a person of a [Party/Member]

that supplies or. seeks to supply a financial service within the territory of another

[Party/Member] or to a person of another ‘[Party/Member‘]; SR

"Financial service supplier" has the meaning given  to it in. ‘the. GATS Annex on
Financial Services; ~ : ~ -

A [Party/Member] shall not restrict a financial s'erv‘ieesupplier" of another [Parfy/Member]
from transferring information, including by electronic Mmeans, where:such transfers are

necessary for the conduct of the ordinary bus’iness of the financial service supplier.

[Alt 1;

The fParties/Members] recognise that irinmediate,‘direct, complete, and ongoing ‘access by
a [Party's/Member‘s] financial regulatory authorities to information of covered financial
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11.

12.

13.

service su'pplie_rs, including information underlying' the transactions and operations of such
persons, is critical to financial}_ﬂregulvation and supervision, and recognise the need to
eliminate any potential limitations on that access. %% ‘ : :

[paragraph X] No [Party/Member] shall require a covered financial service supplier to use or
locate financial service computing facilities in the [Party's/Member’s] territory as a condition
for conducting business in that territory, so- long as the [Party's/Member's]‘ financial
regulatory authorities, for regulatory and supervisory purposes, have immediate, direct,

complete, -and ongoing access to information processed or stored on financial service

computing facilities that the covered financial service supplier-uses or locates outside the
[Party's/Member's] territory. ~

Each [Party/Member] shall, to the extent practicable; provide a covered financial service
supplier with - a ‘reasonable opportunity to remediate a lack of access to information as
described in paragraph [X above] before the [Party/Member] requires the covered financial
service supplier to use or locate - financial . service computing: - facilities in. the
[Pa'rty's/Member's] territory.

For greater certainty, so longas a [Party's/Member's] financial regulatory authorities do not
have access to information as described. in paragraph [X above], the [Party/Member] may
require a covered financial service supplier to use or locate financial service computing
facilities in the [Party's/Member's] territory.] '

[Alt 2:

Subject to paragraph [Y below], a [Party/Member] shall not require a-financial service
supplier of another [Party/Member] to use, store or process information in the
[Par‘ty's/Member's] territory as a condition for conducting business in that territory [FN].

[FN: For greater certainty,' the circumstances to which this paragraph applies include those
in which a financial service supplier of another [Party/Member] uses a service provided by
an external business for the processing or storage of information.]

[paragraph Y] A [Party/Member] has the right to require that information of a financial
service supplier of another [Party/Member] is used, stored or processed in its territory,
where that [Party/Member] is not able to ensure access to information required for the
purposes of financial regulation and supervision, provided that, to the extent practicable,
the [Party/Member] provides a financial service supplier of another [Party/Member] with a
reasonable opportunity to remediate any lack of access to information.]

[Alt 1:

For greater certainty, a [Party/Member] may adopt or maintain a measure that is not
inconsistent with this Agreement, including any measure consistent with Article X3
(Prudential Exceptions).] :

[Alt 2:

For greater certainty, nothing in this Article shall prevent a [Party/Member] from adopting
or maintaining measures in accordance with the prudential exception.] :

Nothing in this Article shall preclude a [Party/Member] from adopting or maintaining
measures to protect personal information, personal privacy, and the confidentiality of
individual records and accounts, provided that such measures are not used to circumvent
the provisions of this Agreement. '

Paragraphs 9 and 10 shall not prevent a developing or Jeast-developed [Party/Member] from
adopting or maintaining any measure regulating the cross-border transfer of financial
information, including by electronic means, oOr regulating the use or location of financial
service computing facilities, or requiring the processing of information in its territory, that it
considers appropriate. For greater certainty, if a [Party/Member] invokes this paragraph in
a dispute, the body or mechanism hearing the matter shall find that it applies.
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D.2. Transparency, questic regula@ipn and cooperation’

,(1) Transparency

Co-convenors' note: Small group discussion on this article were concluded in July 2021.
Co-convenors and the facilitator remain available for discussions with any interested
delegations. : ' .

1. [Further. to Article III of the GATS and Article X of the GATT], each [Party/Member] shall
promptly publish or otherwise make publicly available and, except in emergency situations,
at the latest by the time of their entry into force, all measures* of general application
pertaining to or affecting [digital trade / electronic. commerce_/. the operation of this

- Agreement]. ** ; . S -

*Negotiators' note: the definition of "measures”, including the need for such a definition, is subject

to negotiations and cross-cutting considerations to ensure consistency across the provisions finalized

under this Initiative, : ‘

*xNegotiators' note: This provision will be re-examinéd before the conclusion of the negotiations, in
light of the scope of the finalized provisions and of the chosen legal architecture.
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(2) Cooperation
1. [Alt1: I

Recognising the global nature of electronic commerce, [Parties/Members] [shall endeavour
to/affirm the importance off: . . . SRR R
(a) = work together to [facilitate the use of electronic commerce by micro; small and
medium-sized enterprises][promote access to E-commerce and} [assist [micro,]
. small and medium-sized enterprises [, indigenous peoples, rurai populations, low
' socio-economic .groups,’ ‘women, and persons with- disabilities,] to overcome
_ Obstaclestoitsuse]; -~ - ¢ TTTET

k*(b)’ g exchange' information a'\nd f‘sbﬁ‘abré“' éxpériéﬁces k'o;h“”[blaws‘,‘] r"egtqjlétiphs;,‘ policies,

[enforcement and compliance]‘ regarding electronic commerce; including:
v \w,’(‘i‘) *p‘er‘s'o‘na“l information protec'tidh;“‘
gy [onliné] consumer ‘pr‘otect_ion‘, [including mééns for cénsuf‘né? reydwkré's.s’ahd
, buildiing co‘ns“un\wer‘cqnfidenge]; ‘ v
(i) " Tunsolicited commercial electronic messa‘g\eé]l;‘
(iv) securify in electronic_corhmu‘nications;
(v)' [intellectual property rights];
| (vi) authentication;

{vii) efgovernment; and,

(viii)  [consumer access to products and services offered online among
[Parties/Members]];

[{(©) working together to maintain cross-border information flows as an essential element
in the promotion of a dynamic environment for electronic commerce; ]

(d) participate actively in regional and multilateral forums to promote the development
of electronic:commerce; and

(e) [encourage development by the private sector of methods of self-regulation that
foster electronic commerce including/encouraging electronic commerce by
promoting the development of], codes of conduct, model contracts, [seals of
approval] guidelines and [enforcement] mechanisms [used by the private sector].

[(f) Recognise the importance of digital inclusion and that all people and businesses can
participate in, contribute to, and benefit from electronic commerce. To promote
digital- inclusion, the Parties/Members shall endeavour to cooperate on matters
relating to digital inclusion. This may include:

i. identifying and addressing barriers to accessing e-commerce
opportunities;

il. developing programmes to promote participation of ali groups in the
digital economy, including for example improving digital skills and access
to online  business tools; :

iii. sharing methods and procedures for the responsible collection of
disaggregated data, the use of indicators, and the analysis of statistics
related to participation in the digital economy; ’
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iv.: sharing experience$ and best"prajctices, including exchange of experts,
with respect to digital inclusion; and, - ;

V. other areas as jointly agreed by the Parties/Members.]

- [Cooperation " activities relating to digital - inclusion ‘may be carried out through the
coordination, as appropriate, of the Parties'/Members' respective indigenous peoples,
agencies, - companies, labour - unions; . civil . society academic "'institutions, and
non-governmental organizations, among others.] AT

[Alt 2:

[Parties/Members] shall maintain cooperation and dialogue on the regulatory issues raised
by digital trade on the basis of mutually agreed terms and conditions, which shall address,

inter alia, the following issues:

(a) the Eecognition and facilitation of interoperable cross-border electronic'signature and
authentication services;

(b) cross-border transfer of information by electronic means;

(c) the liability of intermediary service providers with respect to the transmission or
storage of information; .

(d) the treatment of direct marketing communications;
(e) the protection of consumers in the ambit of digital trade;
) data privacy;

(9) cybersecurity;

(h) methodologies to measure digital trade flows, including cross-border;

O] the promotfon of paperless trading;

6)) the promotion of digital trade by micro, small and medium-sized enterprises;
(K) | electronic government; and,

n any other issue relevant to the development of digital trade.

Such cooperation shall focus on exchange of information on the [Parties'/Members‘]
respective legislation on these issues as well as on the implementation of such legislation.]

Each [Party/Member] shali, within its available resources, establish or maintain one or more
enquiry points to:

(a) Be responsible for notification and consultation procedure related to the
implementation of this Agreement.

(b) Answer reasonable enquiries of other [Parties/Members] on matters covered by this
Agreement.
(¢) ~ Facilitate communications between the [Parties/Members] on any matter covered by

this Agreement.

The enquiry points shall answer enquiries within a reasonable time period, which may vary
depending on the nature or complexity of the request.
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Each [Party/Member] shall notify the [‘SEcrétari’at/Committee‘on, e-commerce] of the contact
information of the enquiry points referred to inparagraph 1,

When the - notification-or consultation:-may. have a significant effect on trade, each

[Party/Member] shall notify or request to consult other [Parties/Members] and shall provide
-.the information in the paragraph 1(b) through the [Secretariat/Committee on e-commerce].
,_Fbr Q’reatéf certavint\y:, the“cbhs‘UI‘tation pfdcedure in vac':cbrda.nce with the .par‘agrbaph 1(a) is

separate from the consultation of the Dispute SettlementxUnderStanding. P :

"
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D.3. Capacity building
_ (1) Options for ca‘pacity building and technical assistance

Upon request of a developing [Party/Member] or LDC, developed and . developing
[Parties/Members] [in a position / with the capacity] to do so shall provide targeted technical
assistance and capacity [and skill] building on mutually agreed terms and conditions ‘to
developing [‘Parties/Members], in particular [low-income developing countries and] LDCs, in
[order to improve their digital ecosystems and. to allow them to develop / improving,
promoting, and protecting the development of] electronic commerce [to allow them to/ and]
implement WTO rules on electronic.commerce. - -

Electronic. Commerce for Development Program: [Parties/Members} should explore the way -
to establish an Electronic Commerce for Development Program under the WTO framework

to encourage, manage and coordinate the contributions that [Parties/Members] [voluntarily]

provide, with the aim of assisting developing [Parties/Members], especially [those of low

income and] LDCs [to improve development of electronic commerce and implement WTO

rules on electronic commerce]. [This Program shall constitute a framework for consultation

between [Parties/Members] and between [Parties/Members] and the international agencies

and organizations concerned.] o ‘ ‘ '

[Alt 1:

Bridge the Digital Divide: Members are encouraged to adopt recommendations and practical
measures that contribute to improving the electronic commerce infrastructure and technical
conditions of developing Members, to help enterprises and citizens realize digital transition.]

[Alt 2:

Developed and developing [Parties/Members] with the capacity to do so undertake to adopt
practical measures that contribute to bridging the digital divide and improving the
infrastructure and technical conditions of developing [Parties/Members], so as to help their
micro, small and medium sized enterprises and their citizens realize digital transition and
participate in electronic commerce and the digital economy.]

Research, Training and Communication: Members are encouraged to conduct information
exchange, joint study and cooperative training, share best practices of electronic commerce
development [and facilitation] and implement capacity building among Members and
international organizations, to promote the common [and inclusive] development of
electronic commerce. '
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D.4, Implementation Periods for developing and least developed country Members -

(1) Implementation Periods for de\iéibbihg\and least developed country Members

Developing ‘or-least developed country Members may designate specific (articles/issues)
' requiring‘public‘ policy, institutional or legislative changes for implementation on a date

following an implementation period not exceeding three (3) years from the entry into force
~..of this Agreement. SR e R T A R

e are subject tothe‘dea‘dlirie} on the day of entry into force of the Agreement.

Developing or least d‘e\“/él\oped c0Untry~‘M‘embers‘_shal| submit their lists of articles/iésues that
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D.5. Special and Different Treatment Provisions for Developing
Country Members and Least Develqped Country Members

‘(l)Optiohs for capacity buildi_hg and technica_i assistaﬁce

ARTICLE X+1: GENERAL PRINCIPLES

1.

4,

The provisions contained in Articles 1 to X of this Agreement shall be implemented by
developing and least-developed country Members in accordance with this Section.

Assistance and support for capacity building should be provided to help developing and
least-developed country Members implement the provisions of this Agreement, in accordance
with their nature and scope. The extent and the timing of implementation of the provisions of
this Agreement - shall. be related. to the implementation capacities - of developing and
least-developed country Members. Where a developing or least-developed country Member
continues to lack the necessary capacity, implementation of the provision(s) concerned will
not be required until implementation capacity has been acquired. .

Least-developed country Members will only be required to ‘undertake commitments to the
extent consistent with their individual development, financial and, trade needs or their
administrative and institutional capabilities. ‘ : ' '

These principles shall be applied through the provisions set out in Section II.)‘

ARTICLE X+2: CATEGORIES OF PROVISiONS k

1.

2.

There are three categories of provisions:

(a) - Category A contains provisions that a developing country Member or a least-
developed country Member designates for implementation upon entry into force of
‘this Agreement, or in the case of a least-developed country Member within one year

after entry into force, as provided in Article X+3. = S :

(b) Category B contains provisions that .a developing country Member or a

‘ least-developed country Member designates for implementation on a date after a

. transitional period of ‘time following the ‘entry into “force of this Agreement, as
provided in Article X+4.: ' S e :

(c¢) Category C . contains provisions that. a ..developing ‘country .Member or a
“least-developed country Member designates for implementation.on a date after a
transitional period of time following the entry into force of this Agreement and
requiring the acquisition of implementation capacity through the provision of
assistance and support for capacity building, as provided for in Article X+4.

Each developing country and least-developed country Member shall self-desiéhate, on an
individual basis, the provisions it is including under each of the Categories A, B and C.

ARTICLE X+3: NQTIFICATION AND IMPLEMENTATION’OF CATEGORY A

1.

~Upon entry into force of this Agreement, each developing country Member shall implement its

Category A commitments. Those commitments designated under Category A will thereby be
made an integral part of this Agreement.

A least-developed . country Member may notify the Committéé of the 'provisions it has
designated ‘in. Category A for up to one year after entry into force of this Agreement, Each

least-developed country Member's commitments designated under Category A wiil thereby be
made an integral part of this Agreement. ,
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ARTICLE X+4: NOTIFICATION OF DEFINITIVE DATES FOR IMPLEMENTATION OF CATEGORY B AND

CATEGORY C

1. With respect to the provisions that a_developing country Member has not designated in

Category A, the Member may delay implementation in accordance with the process set out in
this Article. o . s

Developing Country Member Category B

- (a) .

o

- before this deadline; believes it requires additional time to notify its definitive dates
‘the Member may request that the'ACqmmitte‘e‘extend‘the;_perio_df sufficient to ‘notify

Upon eht'rywi‘ritb,"fdrce of thi‘S‘,Ag‘fee‘mlént, each‘,devélop'ing';(:ohh‘t:ry ;'Mé'h\ﬁBeryshayll‘ notify

the Committee of the provisions that it has designated in Category B and their

corresponding indicative dates for implementation.

No-later. than one year after entry into forée of ‘this Agreement, each developing

its dates," :

Developing Country Member Category C.. ...

()

(d)

(o)

Upon entry into force of this Agreement, each developing country Member shall notify
the Committee of the provisions ‘that it ‘has designated in Category C and their
corresponding indicative dates for implementation. For transparency purposes,
notifications submitted shall include information on the assistance and ‘'support for’
capacity building that the Member requires in order to implement. .

Committee of such arrangements. The Committee shall also invite non-Member

~ donors-to provide information on existing and concluded arrangements.

_Withih{ 18 mont‘hs;fro‘m the;dat‘e‘ of the :pr'ovi,sioh of tHe ih'fo:rmatio"n: stipulated in

spraragraph (d), donor Members and respective:‘d‘eve‘loping;c_ountry Members shall
inform the Committee of the progress in the provision of assistance and support for

* capacity building. Each developing country Member shall, at the same time, notify its

- list of definitive d.étes_ for ‘impler‘nentation.j o

2. Wi‘th;r'eslpéct to tkh“(‘)sbe*provi‘sions‘thakt‘ a"Iﬂeastﬁd‘e\‘/elobed ébuhtry Member has not designated

under Category A, least-developed country Members may delay implementation in accordance
~ with the process set forth in this Article.

Least-'De_\‘ielopedCountfy‘ Member Category B

(a)

No later than -one year- after entry into force of this Agr;eement,«‘ a:least-developed

country Member shall notify the Committee of its Category B provisions and may

‘.o notify - their corresponding indl‘cati,ve’dates~for;ikmplementation of these provisions,
¢ taking into account maximum flexibilities for Ieast—deve,l»oped- country Members.

(b)
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Least-Developed Country Member Categqry C

(c) For transparency purposes and to facilitate arrangements with donors, one year after
entry into force of this Agreement, each least-developed country Member shall notify
the Committee of the provisions it has designated in Category C, taking into account
maximum flexibilities for least-developed country Members. ‘

(d) One yéar after. the date stipulated .in su_bparégraph (c) ‘above, least-developed
" country Members shall notify information on assistance and support for capacity
building that the Member requires in order to implement. ~

(e) No later than two years after the notification under subparagraph (d) above,
least-developed country Members and relevant donor Members, taking into account
information submitted pursuantto subparagraph (d) above, shall provide information
to the Committee on the arrangements maintained or entered into that are necessary
to provide assistance and support for. capacity building to enable implementation of
Category C. The participating least-developed country Member shall promptly inform
the Committee of such arrangements. The least-developed country Member shall, at
the same time, notify indicative dates for implementation  of corresponding
Category C commitments covered by the assistance and support arrangements. The
Committee shall also invite non-Member donors to provide information on existing
and concluded arrangements. ‘ e ‘

(f)  No later than 18 months from the date of the provision of the information stipulated
in subparagraph (e), relevant donor Members and respective least-developed country
Members shall inform the Committee of the progress in the provision of assistance
and support for capacity building. Each least-developed country Member shall, at the

" same time, notify the Committee of its list of definitive dates for implementation.

3. Developing country Members and-least-developed country Members experiencing difficulties
' in submitting definitive dates for implementation within the deadlines set out in paragraphs 1
and 2 because of the lack of donor support or lack of progress in the provision of assistance

and support for capacity building shouid notify the Committee as early as possible prior to the
expiration of those deadlines. Members agree to cooperate to assist in addressing such
difficulties, taking into account the particular circumstances and special problems:facing the
Member concerned. The Committee chall, as appropriate, take action to address the difficulties
including, where necessary, by extending the deadlines for the Member concerned to notify

its definitive dates.:

4, Three months before the deadline stipulated in subparagraphs 1(b) or (e), or in the case of a
least-developed country-Member, subparagraphs 2(b) or (f), the Secretariat shall remind a
Member if that Member has not notified a definitive date for implementation of provisions that
it has designated in Category B or C. If the Member does not invoke paragraph 3, or in the

. case of a developing country Member subparagraph 1(b), orin the case of a least-developed
country Member subparagraph 2(b), to extend the deadline and still does not notify a definitive
date for implementation, the Member shall implement the provisions within one year after the
deadline stipulated in subparagraphs 1(b) or (e), or in the case of a least-developed country
Member, subparagraphs 2(b) or (f), or extended by paragraph 3.

5. No later than 60 days after the dates for notification of definitive dates for implementation of
Category B and Category.C provisions in accordance with paragraphs 1,2, or 3, the Committee
shall take note of the annexes containing each Member's definitive dates for implementation

 of Category B and Category C provisions, including any dates set under paragraph 4, thereby
“making these annexes an integral part of this Agreement. : ~

ARTICLE X+5: EARLY WARNING MECHANISM:“ EXTENSION OF IMPLEMENTATION DATES FOR
PROVISIONS IN CATEGORIES B AND C : »

1.

(a) A developing country Member or Jeast-developed country Member that considers
itself to be experiencing difficulty in implementing a provision that it has designated

in Category B or Category C by the definitive date established under subparagraphs

1(b) or (e) of Article X+4, or in the case of a least-developed country Member
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A

subparagraphs 2(b) or (f) of Article X+4, should notify the Committeet.-.Developing‘
country Members shall notify the Committee no later than 120 days before the
expiration of the implementation date. Least-developed country Members shall notify
the Committee no later than 90 days before such date. o

(b) The notification to the Commlttee,shqll indicate the new date by which the developing
country Member or Ieast-developed country Member expects to be able to implement
the provision concerned. The notification -shall” also indicate the reasons for the
expected delay in implementation. Stich reasons may include the need for assistance
and support for capacity building not earlier anticipated or additional assistance and
support to help build capacity. . ~

Where a developing country or least-developed country Member considers that jt requires a
first extension longer than that provided foriin paragraph 2 or a second of any subsequent
extension, it shall submit to the . Committee ' a request  for an- extension containing the
information described in subparagraph 1(b) no later than 20 days in reéspect of a developing
country Member and 90 days in respect of a least—developed country Member before the
expiration of: the . original definitive :implementation date or. that date as. subsequently
extended. ' SR . c o :

These circumstances may include difficulties and delays in-obtaining assistance and support
for capacity building. = . LS ‘ raining assis |

RTICLE X+6: IMPLEMENTAT-ION OF CATEGORY B AND CATEGORY C

1.

In accordance with paragraph 2 of Article: X+1, if a developing country Member or a
least-developed country Member, having fulfilled the procedures set forth in paragraphs 1 or
2 of Article X+4 and in Article X+5, and where:an extension requested has not been granted
or where the developing country Member or least-developed country Member otherwise

continues to be lacking, that Member shall notify the Committee of its inability to implement
the relevant provision.- - ~ ' : v U

The Committee shall establish an Expert Group immediately, and inany case no later than
60 days after the Committee receives the notification from the relevant developing country
Member or least-developed: country -Member; The Expert Group Will examine the issue and

~.make .a recommendation to the Committee within 120 days of its composition.

Committee cannot agree on the composition of: the Expert Group within 20 days of its
establishment, the Director-Genera'l, in consultation with the chair of the Committee, shall_
determine the composition of the Expert Group in accordance with the terms of this paragraph.

The Expert Group shall consider the Member's self-assessment of lack of capacity and shail
make a recommendation to the Committee. When considering - the Expert Group's
recommendation concerning a least—developed country Member, the Committee shall, as
appropriate, take action that wijll facilitate the acquisition of sustainable implementation
capacity. ' ' .
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5. The Member shall not be subject to’ proceedings under the Dispute Settiement Understanding
on this issue from the time the developing country Member notifies the Committee of its
inability to implement the relevant provision until the first meeting of the Committee after it
receives the recommendation. of the Expert Group. At that meeting, the Committee shall
consider the recommendation of the Expert Group. For a least-developed country Member,
the proceedings under the Dispute Settlement Understanding shall not apply to the respective
provision from- the date of notification to the Committee ‘of its inability to implement the
provision until the Committee makes a decision on the issue, or within 24 months after the

date of the first Committee meeting set out above, whichever is earlier.

6. Where a least-developed country Member loses its: ability’ to implement a Category C
commitment, it may inform the Committee and follow the procedures set out in this Article.

ARTICLE X+7: SHIFTING BETWEEN CATEGORIES B AND C

1. Developing. country Members and least-developed ‘country Members who have notified
provisions under Categories B and C may shift provisions between such categories through
the submission of a notification to the Committee. Where a Member proposes to shift a
provision from Category B to Category C, the Member shall provide information on the

assistance and support required to build capacity.

2. In the event that additional time is required to implement a provision shifted from Category B
to Category C, the Member may: :

(a) use the prOVisions of Article X+5, including the dpportunity for an automatic
extension; or ' .

(b) request an examination by the Committee of the Member's request for extra time to

implement the provision and, if necessary, for assistance and support for capacity

building, including the possibility of a review and recommendation by the Expert
Group under Article X+6; or ' :

(c) in the case of a least-developed country Member; any hew implementation date of
more than four years after the original date notified under Category B shall require
approval by the Committee. In addition, a least-developed country Member shall

continue to have recourse to Article X+5. It is understood that assistance and support

for capacity building is required for a least-developed country Member so shifting.

ARTICLE X+8: PROVISION OF ASSISTANCE AND SUPPORT FOR CAPACITY BUILDING

1. Donor Members agree to facilitate the provision of assistance and support for capacity building
to developing country and least-developed country Members on mutually agreed terms either
bilaterally or through the appropriate international organizations. The objective is to assist
developing country and least-developed country Members to implement the provisions of
Section I of this Agreement. S S ‘ ‘ -

2. Given the special needs of least-developed:country Members, targeted assistance and support
should be provided to the least-developed country Members so:as to help them build
sustainable capacity to implement their commitments. Through the relevant development

cooperation mechanisms and consistent with the principles of technical assistance and support
for capacity building as referred to in paragraph 3, development partners shall endeavour to
provide assistance and support.for capacity building in: this area in a way that does not
compromise existing development priorities. e

3. Members shall endeavour to apply the following principles for providing assistance and support
for capacity building with regard to the implementation of this Agreement: s

(a) take account of the overall developmental framework of recipient countries and
regions and, where relevant and appropriate, ongoing reform and technical
assistance programs; : : ‘ »

(b) include, where relevant and appropriate, activities to- address regional and
’ sub-regional challenges and promote»regional and sub-regional integration;
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(d)

(e)

(f)

ensure that ongoing e-commerce faci{itation reform activities of the private sector
are factored into assistance vaétivitje‘s; : - ‘

promote coordination between‘and among Members and other relevant in‘st'itutions,
including regional economic cOmmunities, to ‘ensure maximum effectiveness of and
results from this assistance. To this end: ' '

()

(it for least—developed country Members, the Enhanced Integrated Framework for
trade-related assistance for the least-developed countries should be, a part of
this coordination process; and : ‘ ' ;

development officials, both in Capitals and in Geneva, in the implementation of
this Agreement and technicaj assistance. ‘

(i)~ Members should also promote internal coordination between their trade and

activities; and

ncourage\develo’plng country Members to prq.\/idevc‘apa‘git‘y building to other

e
Jeveloping and least-developed .country. Members, and consider supporting such
activities, where possible, - : v

4. The Committee shall Hold at least one dedi"c‘ated session per year to:

(a)

(b)

()

(d)
(e)

(a)

(b)
(c)
(d)

discuss an'_y pr‘oblems,'regakdihg. implerhehtativonv of bl*_ovis_ions or sub-parts of
Provisions of this Agreement; | ‘ '

review progress in the provision of assistance and support for capacity building to
support -the implementation of the Agreenient, ‘including any - developing or
least-developed{country:Members :not receiving ‘adequate assistance and support for
capacity building; : . . . 4

share experiences and "i'nfoi*matiOnf.on ongoing 'Iéssist.ance and supbort for capacity
building and implementation programs, including challenges and successes;

review 'donor'hotiﬁcation-s as set forth in Article X+10; and, .-

review the ope‘ratio’n. of paragraph 2.

a description of the assistance and support for capaci}tiy-,building\;
the status and amount committed/disbursed;
procedures for disbursement of the assistance and support;

the beneﬁciary Member or, where necessary, the region; and,
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(e) the implemehting agency in the Member providing assistance and support.

The information shall'be. provided in the format specified in Annex 1. In the case of the Organisation
for Economic Co-operation and Development (referred to in this Agreement as the "OECD")
Members, the information submitted can be based on relevant information from the OECD Creditor
Reporting System. Developing country Members- declaring themselves in a position to provide
assistance and support for capacity building are encouraged to provide the information above.

2. Donor Membérs asSisting developing country Mem‘b‘érs and least-developed country Members
shall submit to the Committee: \ ‘ :

(a) contact points of their agencies’ responsible for providing assistance and support for
capacity building related to the implementation of Section I of this Agreement
including, where practicable, information on such contact points within the country

or region where the assistance and support is to be provided; and,

(b} information on the process and mechanisms for requesting assistance and support
for capacity building. ' ’

Developing country Members declaring themselves in a position to provide assistarnice and support
are encouraged to provide the information above. o o

3. Developing country Members and least-developed country Members intending to avail
themselves of e-commerce facilitation-related assistance and support for capacity building
shall submit to the Committee information on contact point(s) of the office(s) responsible for
coordinating and prioritizing such assistance and support.

4, Members may provide the information referred to in paragraphs 2 and 3 through internet
. references and shall update the information as necessary. The Secretariat shall make all such
information publicly available. ' ‘ : :

5. The Committee shall invite relevant international and regional organizations (such as the
International Monetary Fund, the OECD, the United Nations Conference on Trade and
Development, the WCO, United Nations Regional Commissions, the World Bank, or their
subsidiary bodies, and regional development banks) and other agencies. of cooperation to
provide information referred to in paragraphs 1, 2, and 4.

ARTICLE X+10: E-COMMERCE FACILITATION FUND‘ING FACILITY

Objectives
1. The role of the E-Commerce Facilitation Funding Facility (ECFFF) is to support the Committee's
work in relation to assisting developing Members and LDCs in implementing the Agreement.
Guidance concerning the nature of such support will be provided by the Committee.
Operational Directives
(a) Priorities
2. To fulfil its role, the ECFFF will prioritize the following activities:
(i) The grant programme;
(ii) Technical assistance and capacity building;
(iii) Engagement with Annex D and devefopment partners;

(iv) Maintain the website.

3. These priority activities will be cohducted respecting thé Paris Principles of Aid Effectiveness,
namely ownership, alignment, harmonization, managing for results and mutual accountability.
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Modes of Delivery

other funding is available, a Member having notified Category C provisions may apply.
~ The procedures of the grant programme are established in its Operational Rules. :

(i} Technical assistance and capacity building: The ECFFF wil respond to requests from
developing Members and DC-Members for technical assistance and- capacity building

(iii) - Engagement with Annex\.‘D/and development partners: The ECFFF will maintain close
contact with: Annex D and-development partners so as to share information and allow
for coordination and non-duplication of efforts on €-commerce facilitation. The ECFFF
may respond to requests from those organizations to participate in activities to further
support these objectives. j '

(iv). Maintain the website:  The ECFFF website ‘underpins ‘the three modes of: delivery
. described above. In addition, the maintenance of up-to-date e-commerce facilitation

sharing/exchange.pla-tfor.m.' o

Management and Tréﬁsparency‘, o

Planning

5.

The ECFFF working: jointly. with a representative group composed of interested Members shall
prepare a work plan for the upcoming calendar year. AT : :

This work.plan-shall bé drawn up based on inter alia the following:

(i) - Priorities identifjed by the Committee as conveyed during a formal meeting held before
© mid-year, un?d'er;a specific agenda item entitled "ECFFF Work Pia'n:";' and .

(ii) E-commerce facilitation needs identified in the UNCTAD eTrade Readiness Assessment

on Members' technical assistance needs-as well as ‘needs- identified -in Category C
notifications. - S

The work plan, accompanied by a draft budget based on the activities identified, shall be
reviewed by the Committee during'its dedicated session on assistance and- capacity building.
Requests for activities ‘will be submitted throughout the year, via the activity request form on
the ECFFF website: and-shared with interested: Members via the. online tracker to.enhance
transparency. : ’

Monitoring

8.

10.

Activities undertaken by the ECFFF will be monitored using a log frame which will be updated
as required during the annual work planning phase. ~ :

Each activity request will identify the targeted outcomes of the activity in the context of the
annual work plan priorities, and reports evaluating these activities will be posted thus allowing
for results-based management, ensuring transparency and contributing to. avoiding
duplication of efforts. : : -



INF/ECOM/62/Rev.4

-47 -

Reporting

11. The ECFFF shall provide the Committee with an annual report by the end of June of the
following year. The report will be composed of two Sections.

12. Section I will cover the following elements:

(i) a presentation and assessment of achieved outputs and outcomes compared to their
aims and presented in the context of the log-frame and work plan priorities;

(ii) An estimation of impact; and

(iii) An outline of risks identified prior to and during implementétion of the ECFFF's activities
since the last report and how these risks have been mitigated, as well as lessons-
learned for the future.

13. Section II will cover the following elements:

(i) The financial report which will describe the use of funds in the ECFFF since the last
report and be set up in accordance with WTO financial rules and regulations including,
as appropriate, any.outcomes from the current discussions on trust funds in the

context of the Budget Committee. The financial report will be based on the draft budget
presented alongside the corresponding work plan, with additional expenditure related
to the activities approved by the request forms received throughout the year.

14. The ECFFF shall also provide an update, of its activities (either orally or in writing) to each
regular formal meeting of the Committee. . ‘

The ECFFF Secretariat

15. The ECFFF Secretariat is housed within the WTO and its responsibilities comprise the delivery
of the operational guidelines, as supplemented by this document.

16.

The ECFFF continues to be subject to the regular audit procedures of the WTO.
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Section E: Telecommunications

E.1. Disciplines relating to Telecommunications Services

1. Each [Party/Member] shall adopt or maintain the definitions and principles contained in the
WTO Reference Paper: Negotiating group on basic telecommunications. To that end, the
definitions and principles shall be incorporated into and made an integral part of this
[Agreement], mutatis mutandis. g : = :

2. When adopting or maintaining the definitions and principles contained in the WTO Reference
Paper: Negotiating group on basic telecommunications, each [Party/Member] shall [to the
extent applicable] ensure they apply to [all telecommunication services/value-added
teleco'mmuni'catio‘ns services in addition to basic telecommunications services].

3. Each [Party/Member] shall adopt or maintain the definitions and principles [on the regulatory
framework for telecommunications services]-included in paragraphs 5-14,

4.. [The definitions and principles,referred‘ to in Paragraphs 1-3 shall not .apply to services
providing, or. exercising editorial control over; .content transmitted using telecommunications
networks and services.] [To be considered further if other exceptions are required].

Telecommunications regulatory authority
5. The telecommunicationts_ regulatory authority shall not hold a financial interest or maintain. an
" operating or management role’in any supplier of telecommunications nétworks and services,

This paragraph shall not be construed to prohibit”é gdvérnment' entity of a [Party/Member]
other than the telecommunications regulatory authority from owning 'eq_uity in such supplier,

6. The ,t‘elecommunicatipns regulatory authority shall. have‘the power, including the ability to

impose sanctions, to carry out the '[tas'k_s/func‘tio‘_ns] assigned to it by law. SIUCh‘po'wer hall be
exercised transparently and in a timely manner. o o .

7. [Tasks/functions] to be undertaken by the telecommunications regUl'atory’ authority shall be
made public in an easily accessible and’clle_ar form. _ ’

[Assignment/aliocation] of frequenc bands

8. The [asSignment/alIocation] of freq.uency bands for public telecommunication services shall be
carried out via an open process that takes into account the overall public interest, including the
promotion of competition. s

9. [Parties/Members] [shalllendeavour] carry out such [assignment/allocation] using market
based approaches], such as bidding procedures].

Essential Facilities

10. "Network element" means a facility or equipment used in supplying a telecommunications
service, including features, functions and capabilities provided by means of that facility or
equipment.

11. A major supplier of public telecommunications networks or services shall make its essential

e
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[The telecommunications regulatory authority shall be empowered to/Each [Party/Member]
shalil:

(a) ‘d_etermine those essential facilities required to be made available by a major supplier;
and, : : '

(b) require a major supplier to offer access on an unbundled basis to its network elements
that are essential facilities. :

A supplier of public telecommunications networks: or services shall have access to recourse,
within a reasonable period of time, to the telecommunications regulatory authority or other
competent -authority to resolve ‘disputes with .other -suppliers of public telecommunications
networks or services regarding their rights and obligations arising from &his-articte paragraphs
11-12. The period of time referred to in this paragraph shall be made publicly available.

Paragraph 13 shall not preclude a party involved in the dispute from bringing an action before
judicial authorities. B
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Scope and general provisions

(1) Preamble
[Alt 1 ‘

‘ [Members/Parties],

Reaffirming the importance of global electronic commerce and the opportunities it Creates for
inclusive trade and development; and -

Determined to further enhance the benefits of electronic commerce for businesses,

- consumers and the global economy;

Hereby agree as follows:]

[Alt 2:

The [Parties/Members]:

Building on. thejr respective’ rights and. obligations under the Marrakesh Agreement

_Establishing the World Trade Organization;-

Reaffirming the importance of global digital trade and the opportunities it creates for inclusive
rade and investment and specifically the importance of promoting an open, transparent,
non-discriminatory and predictable digital trading environment;

[Reaffirming the inherent right of [Parties/Members] to regulate to achieve legitimate policy
objectives, such as the protection of human, animal or plant life or health, social services,
public education, safety, the environment including climate change, public morals, social or
consumer protection, animal welfare, privacy and data protection, and the promotion and
protection of cultural diversity and the rights, interests, duties and responsibilities of
indigenous peoples in its ‘territory;]

[Recognising the increasing social and economic importance of the use of digital technologies,
and the importance of the safe and responsible development and use of such technology
including in respect of source code to foster public trust;]

Seeking to enhance the benefits and opportunities stemming from digital trade for businesses
and consumers;

Fostering improved economic opportunities and access to information and communications
technologies for micro, small and medium-sized enterprises, as well as disadvantaged and
under-represented groups, such as women, Indigenous persons, youth, and pérsons with
disabilities;

Hereby agree as follows:]
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(2) Definitions

"[Digital trade/e-commerce]” means the production, distribution, marketing, sale or delivery
of -goods and services by electronic means; : :

"Enterprise” means [an/any] entity constituted or organized uinder applicable law, whether or
not for profit, and whether privately or governmentally owned or controlled, including [any
branch, / a / any] corporation, trust, partnership, sole proprietorship, joint venture, [or other
association / association or similar organisation]. ‘

"GATS" means the General Agreement on Trade ‘in Services, set out in Annex 1B to the
WTO Agreement. :

"Government procurement” means the process by which a government obtains the use of or
acquires goods or services, or any combination thereof, for governmental purposes and not
with a view to commercial sale or resale or use in the production or supply of goods or services
[for commercial sale or resale]; o '

"Tnvestment” means every asset that an investor owns or controls, directly or indirectly, that
has the characteristics of an investment, including such characteristics ‘as the commitment of
. capital or other resources, the expectation of gain or profit, or the assumption of risk. Forms
that an investment may take include: o o ~ :

(a) an enterprise;

(b) shar‘es,‘stock and other forms of equity‘par“cicipation in an 'ent‘erprise ;

(© | bonds, debentures, other debt in_struménts and loans; [FN1, FN2]
(d) futures, options and other derivatives; » |

(e) ‘turnkey, construction, management, production,‘concession, revenue-sharing and
other similar contracts; C

) intellectual property rights;

(g) licenses, authorizations, permits and similar rights conferred pursuant to the Party's
law; [FN3] and,

(h) other tangible or intangible, movable or immovable property, and related property
rights, such as leases, mortgages, liens and pledges, but investment does not mean
an order or judgment entered in a judicial or administrative action.

FN1: Some forms of debt, such as bonds, debentures, and long-term notes, are
more likely to have the characteristics of an investment, while other forms of debt,
such as claims to payment that are immediately due and result from the sale of
goods or services, are less likely to have such characteristics. ;

FN?2: A loan issued by one [Party/Member] to another [Party/Member] is not. an
investment.

EN3: Whether a particular type of license, authorization, permit or similar instrument
(including a concession to the extent that it has the nature of such an instrument)
has the characteristics of an investment depends on such factors as the nature and
extent of the rights that the holder has under the [Party's/Member‘s] law. Among
such instruments that do not have the characteristics of an investment are those
that do not create any rights protected under the [Party's/Member's] law. For greater
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6.

certainty, the foregoing is without prejudice towhether any asset associated: with
such instruments has the characteristics of an investment.

[Alt 1:

"Meastre" means any measure by a [Party/Member], whether in the form of a law, regulation,
rule, procedure, decision, administrative action,.or any other form;] :

[Alt 2:
"Measure" includes any law, regulation, procedure, requirement, or practice]
"Party" means any State or separate customs territory for which this Agreement is in force.

"Person" means a natural person or an enterprise.

"User" means a consumer and an enterprise.
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(3 principles s
1. [Alt 1:

[Parties/Members] recognise the economic growth and opportunities provided by [digital
trade/electronic commerce] and the importance of frameworks that promote ‘consumer
confidence in [digital trade/electronic commercel] and of avoiding unnecessary barriers to its
use and deveiopment. ‘ : S

[Alt 2:

The Parties recogniZe that electronic commerce supports inclusive economic growth and trade
opportunities in many sectors and confirm'the applicability of relevant WTO rules to electronic
commerce.]

2. [Parties/Members] recognize that despite some improvement, the traditional size of the digital
divide in terms of digital connectivity and readiness to benefit from the digital economy and
electronic commerce remains of concern in many developing countries, in particular those of
low income and LDCs.

3. Considering the potential of digital [electronic commerce/trade] as a social and economic
development tool, [Parties/Members] recognize the importance of:

(a) Clarity, t‘ransparency and predictability in their domestic regulatory frameworks in
" facilitating, to the maximum extent possible, the development of [digital
trade/electronic commercel;

(b) Interoperability, innovation and cdm,petition; [and]

(©) Increased participation in digital trade by micro, small and medium sized enterprises
[; and, .

(d) The common and inclusive development of electronic commerce]

4, [The] Internet should remain free and open for all legitimate commercial and development
purposes, including by allowing increased access o information, knowledge and new

technologies.

[Drafting Note: this was discussed under the Access to and Use of the Internet for [electronic
commerce/Digital Trade] provision]

5. [Parties/Me_mbers] recognize the importance of avoiding barriers that constitute a disguised
restriction on digital trade.

6. The provi‘sions of this Agreement from Article ( ) to Article () take into account the readiness
of each [Party/Member] in terms of capacity, infrastructure and regulation, as well as the
needs of developing [Parties/Members] and LDCs.

7. Assistance and support should be prbvided to developing [Parties/Members] and LDCs to help
them bridge the digital divide and to build their capacity to implement the provisions of this
Agreement, in accordance with their nature and scope.
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a0 (4) Scope-

1. [Alt1:

This Agreement shall apply to measures adopted or maintained by a [Party/Member]
[affecting/that affect] trade by electronic means.]

[Alt 2:

This Agreement shall apply to measures affecting the production, distribution, marketing, sale
or delivery of goods and services by electronic means.] :

2. This Agreement does not apply to government procurement.

3. This Agreement does not apply to a service supplied in the exercise of goyernmen_tal‘aUthority.

4., This Agreement does not apply to [, except for paragraphs 13, 14, and 15 of Article X (Personal
Information Protection),] information held or processed by or on behalf of a Party, or measures

related to that information, including measures related to its collection; or.

5. This Agreement does not apply to [measures affecting the supply of] financial sérVices [which
are/as] defined in GATS Annex on Financial Services.
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(5) Relation to other agreements

The [Parties/Members]' affirm their rights and obligations under tHe GATS, GATT 1994 and
TRIPS Agreement. S R o .

[Alt 1:

Nothing in this Agreement [‘shall be construe"d. as diminishing/affects] the [rights and]
obligations of the [Parties/Members] under the agreements listed in Annexes 1A to 1C and

' _Annex 4 to the WTO Agreement.]{_

[Alt 2:

This Agreement shall build on existing WTO agreements and frameworks. Where this
Agreement is inconsisten provisions of the agreements in Anhex 1 to the Marrakesh

t with the
Agreement Establishing the’ World Trade Organization, the Annex 1 to the Marrakesh
Agreement Establishing the World Trade-QrganizatiQn shall prevail.] - -

For greater certainty, this Agreement shall not be construed to have changed or modified
[Parties’/Members'] Mmarket access commitments made under the General Adgreement on
Tariffs and Trade 1994 and the General Agreement on Trade in Services respectively.
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~ (6) General exceptions
[Al 1:

For the purposes of this Agreement, Article XX of GATT 1994 and its interpretative note and
Article’ XIV of the General Agreement on Trade in Services in Annex 1B to the WTO
Agreement shall apply [to the extent applicable. To this end, the provisions above shall be
incorporated into and made an integral part of this Agreement], mutatis mutandis. ]

[Alt 2: . ‘ ‘

For the purposes of this Agreement, Article XX of GATT 1994 and its interpretative note and
Article XIV of the General Agreement on’ Trade in Services in Annex 1B to the WTO
Agreement shall apply [to the extent applicable. To this end, the provisions above shall be
incorporated into and made an integral part of this Agreement], mutatis mutandis.

Parties/Members ]furtl‘ﬁer agree that, in view of the challenges brought by the global nature
of the internet, this Agreement shall not prevent Members from adopting or maintaining any
measures for the purposes of guaranteeing cybersecurity, safeguarding  cyberspace
.sovereignty, protecting the lawful rights and interests of its citizens, juridical persons and
other organizations and achieving other legitimate public policy objectives, provided that
such measures are not applied in @ manner which would constitute a means of arbitrary or
unjustifiable discrimination or a disguised restriction on trade, and are no more than
necessary to achieve the objectives.]

[Alt 3:

Subject to the requirement that such measures are not applied in @ manner which would
constitute a means of arbitrary or unjustifiable discrimination between countries where like
conditions prevail, or a disguised restriction on trade and cross-border transfer of
information by electronic means, nothing in this Agreement shall be construed to prevent
the adoption or enforcement by any [Party/Member] of measures:

(a) necessary to protect public morals or to maintain public order;

(b) necessary to ensure the equitable or effective imposition or collection of direct taxes
in respect of trade through electronic means;

() necessary to secure compliance with laws or regulations which are not inconsistent
with the provisions of this Agreement including those relating to:

(i) the prevention of deceptive and fraudulent practices;
(i) the protection of the privacy of individuals in reIation‘ to the processing and

dissemination of personal data and the protection of confidentiality of individual
records and accounts; and, S ; ,

(ifi) safety.]
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(7) Security exception

[Alt 2:
Nothing in this Agreement shall be construed:; -

(a) to require any [Party/Member] te furnish any ihformation, the disclosure of which
it considers contrary to its essential security interests; or

(b) to prevent any [Party/Membérj from téking ény action which it considers
necessary for the protectiqn: o_f_its‘e‘ssent_ial security interest; or,

(c) to preveht any [,Party/Mebm‘b_e.r]_ from. taking any action in -pursuance of its
obligations under the United Nations Charter for the maintenance of international
_Peace and security. : e
[Alt 3;
Nothing in this Agreement shall be construed:

(a) to requ'ire_an'y [Party/Mem,b'er]-_to‘furni_sh any inforfnéfion,- the disclosure of which
it considers o

(b) conbtrary to its essential security interests; or,

() to prevent any ,[P'arty/Mémber] from taking any action which it considers
necessary for the protection of its essential security interests:

(i)  relating to the cross-border fransfer of iﬁformation carried out directly or
indirectly for military communication; :

(if)  taken in time of war or other emergency in-international relations; or

(iii) - toprevent any. [Pérty/Member]-from taking any. acti‘on'bin pursuance of its
- obligations. under the United Nations Charter for the maintenance of
Jinternational peace and security.] ; :
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(8} Invdigganoius peoples

Nothing in this Agreement shall preclude a [Party/Member] ‘from adopting or maintaining
measures it deems ‘necessary to protect or promote rights, - interests, duties, and
responsibilities of indigenous peoples in its territory, including in fulfilment of its obligations
under its legal, constitutional or Treaty arrangements with those indigenous peoples.

The [Parties/Members] agree that the interpretation of a [Party's/Member’s} legal,
constitutional or Treaty arrangements with indigenous peoples in its territory, including as to
the nature of its rights and obligations under it, shall not be subject to the dispute settlement
- provisions in this agreement. ‘ ’
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1.

.. (9) Prudential measures

Nothing in this Agreement shall prevent a [Party/Member] from adopting or maintaining
measures for prudential reasons, including for the protection of investors, depositors,
po.licy-holders or persons to whom a fiduciary duty is owed by a financial service supplier, or
to ensure the integrity and stability of .the [Party's/Member's] financial system.

Where such measures do not conform with this Agreement, they shall not be used as a means
of avoiding the Member's obligations under this Agreement. : .

thhing in this Agreement shall be construed to requife a [Party/Member] to 'disclose

information relating to the affairs and accounts of individual customers or any confidential or
proprietary information in the possession of public entities,

{9 bis) Taxation

[Placeholder on Taxation]
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(10) Dispute Settlement ‘

1. Articles XXII ‘and XXIII of the GATT 1994 and Articles YXXII and XXIII of the GATS, as
elaborated and applied by the Dispute Settlement Understanding, apply to consultations and

the settlement of disputes arising under this Agreement.
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{11) -Committée on Trade%Reiated Aspects of Electronic Commerce
A Committee on'T'rade'—R'elatéd"A’spects of Electronié Commerce (hereinaf‘t.er referred to in this
Agreement _as the "Committee") is ‘hereby established, and shail be open to all
‘[PartieS/Members]. The Committee shall elect its own Chairman and Vice-Chairman, and shall
meet not less than once a Year and otherwise at the request of any [Party/Member].

afford [Parties/Memb.ers] the opportunity to consult on any matters relating to the- operation
and implementation of this Agreement.

The Committee shall carry out responsibilities assigned to it by [the General Council] and shall

The Committee shall monitor the operation and implementation of this Agreement and shall
report thereon annually to [the General Council].

The Committee shall take note of extension communications recejved under Article XX
(implementation periods for developing and Jeast developed country Members) and shall
follow up on the relevant actions required for the implementation thereof,
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Annex

(1) Logistics Services?

4, [Parties/Members] .agree to support the cooperation between logistics services and postal
services on the Operational basis of the Universal Postal Union.

(a) Last mile deliveries, including on-demand and dynamic routing solutions;
(b) The use of electric, remote controlled and autonomous vehicles;

(c) Facilitating the availability of cross-border options for the delivery of goods, such as
federated lockers; and, o . L

(d) New delivery and business models for logistics.

‘1 For greéter Certainty, logistics services include cofe ‘freight logis'tiCs services and related freight logistics
cs

services. Core freight logistics services refer to services auxiliary to all modes of transport set out in
MTN.GNS/W/120, and related freight logistics services refer to maritime transport services (excluding internal
waterways transport services), rail freight transport services, road freight transport services, air freight transport
services and courier services, Logistics services do not include traffic rights, or services directly related to the
exercise of traffic rights as contained in the GATS Annex on Air Transport Services.
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{2) Enhanced trade facilitation for cross-border e-commerce

1. [Parties/Members] recognize that the popularization of the internet has fostered fast
development of cross-border electronic commerce and new modes of trade, which in turn have
strongly promoted trade growth and significantly enhanced its inclusiveness;

EN: Cross-border E-commerce means a trade mode that products are sold online and later physically
delivered to consumers or buyers within or outside their territories.

2. To the extent practicable, [Parties/Members] shall improve their capacities to use advance
electronic data related to customs clearance as a basis of effective risk management with a
view to enhancing trade facilitation. To this end, [Parties/Membe»rs]‘shaII adopt or maintain
procedures allowing for the advance submission of electronic data concerning transactions of
products as well as related payments and deliveries, including using the single window referred
to in Article 10.4 of the Trade Facilitation Agreement or other platforms of customs clearance,
so that customs clearance can base on the processing and comparison of such data and begin
prior to the arrival of the products for quick release.

3. [Parties/Members] shall endeavour to apply, as appropriate, various types of models of
revenue collection for duties and/or taxes.

4, . [Parties/Members]_ shall encourage using the customs warehouses or the free zones provided
by the International Convention on the Simplification and ‘Harmonization of Customs
Procedures to facilitate the development of cross border E-commerce. To this end,
[Parties/Members] shall take the following measures. ’ c

(a) - [Parties/Members] shall allow products to be stored under customs control in the
customs warehouses and/or the free zones without payment of import duties,
charges and relevant internal taxes and charges till sold and physically delivered to
consumers or buyers within or outside their territories according to: transaction
contracts done on-line by electronic means. For products sold and to be physically
delivered to consumers or buyers within their territories, customs clearance and
payment of import duties, charges and relevant internal taxes and charges shall be
made before delivery.

- (b) [Parties/Members] shall atlow for handling operations of products such as breaking
: bulk, grouping of packages, repacking and etc. during storage in the customs
warehouses and/or the free zones SO that the products can be sold and physically
delivered to consumers or buyers within or outside their territories according to
transaction contracts done on-line by electronic means, provided that the integrity
and original retail packing of the individual product are not destroyed. ‘

(©) [Parties/Members] shall, to the extent possible, facilitate return and change of
products in cross-border E-commerce.

5. [Parties/Members] shall endeav‘bur to enhance the regulatory cooperation -in areas of
electronic data exchange, product quality responsibility tracing, product safety risk warning,
quick reaction to unqualified product and etc. -
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(3) Use of technology for the release and clearance of goods

Use of embedded technology

1. [Parties/Members] are encouraged to use, 'when.ever possible, availéble data provided by

information technology systems or sensors embedded on vehicles, shipping containers,
packing materials or others to: e . ’

(a) perform risk analysis for customs and other border controls;
. .(b) expedite the release of goods,
2. [P‘ar’cies/kMembers] éré encouraged to éooperate_wi,th the private sector to use data provided

by embedded technology to expedite the processing of trade operations.
Risk management téchnologies -

3. [Parties/Members] shall, to the extént possible and kpractic'able, use electronic risk
management systems for Customs control. ; .

4, [Parfies/Mefnbers] cusfoms administration risk ménaéeme‘nt systems shall endeaQour to
provide for the regular»u:pdating<of risk: profiles, taking into.consideration the dynamics of
trade operations and the results of previous customs control activities.

5." [Partieé/Mérribers] shall endeavour to emp\lo.y, as appro‘pria‘te, up-to-date technologies to
improve the efficiency of their customs administration risk management systems.

6. [Parties/Mem__bers] shall endeavour to apply the measures provided in this article in risk
management systems for trade related controls performed by other governmental agencies,
such as those in charge . of sanitary, phytosanitary and -quality and technical regulation
conformity controls. . .

Non-intrusive and remote inspections

7. When physical inspections of cargo‘s are deemed n_eéesséry by éustoms or other .
governmental agencies, [Parties/Members] ‘ shall,‘ whenever -practicable, employ
non-intrusive or remote technologies in order to avoid damages and expedite the release
of goods. ' ~

8. ' [Pérties/Members.] shall préf'erabkly use, to the extént'"bossibl‘e, rllori—i‘ntru'sive technologies

for processing expedite shipments and other small consignments.

9, Nothing in paragraph$ 7 and 8 sh‘all affect the right of a [Party/.Member];to use traditionai
physical inspections when non-intrusive technologies are impracticable or ineffective.

10. [Parties/Members]. are encouraged to cooperate with private sector stakeholders, such as
authorized economic; operators and customs warehouses, on the use of non-intrusive or

‘remote technologies‘ cargo inspections performed by _custor‘ns"or other governmental
agencies. : ’ ‘

e
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(4) [Electronic payments services / Electronic Paymentsl]

1. Noting the rapid growth of electronic payments, in particular, those provided by new payment
service providers, [Parties/Members] agree to support the development of efficient, safe and secure
cross border electronic payments by fostering the adoption and use of internationally accepted
standards, promoting interoperability and the interlinking of payment infrastructures, and
encouraging useful innovation and competition in the payments ecosystem.

2. To this end, and in accordance with their respective laws and regulations, [Parties/Members]
recognise the following principles:

a) [Parties/Members] shall endeavo‘ur fo make their respective regulations on electronic
payments, including those pertaining to regulatory approval, licensing ‘requirements,
procedures and technical standards, publicly available in'a timely manner.

b) [Parties/Members] shall endeavour to take into account, for relevant payment systems,
internationally accepted payment standards .to enable  greater interoperability between
payment systems. ' = o ‘

c) [Parties/Members] shall endeavour to promote the use of Application Programming Interface

(API) and to encourage financial institutions and payment service providers to make
available APIs of their financial products,; services and transactions to third party players
where possible to " ‘facilitate greater interoperability and innovation © in  the
electronic-payments ecosystem. ' - : ‘ ‘

d) [Parties/Members] shall endeavour to enable cross-border ‘authentication and electronic
know-your-customer of individuals and businesses using digital identities.

e) [Parties/Members] recognise the importance of upholding safety, efficiency, . trust and

. security in electronic payment systems through regmation. The implementation of regulation

" should, where appropriate, be proportionate to and commensurate with the risks posed by
the provision of electronic payment systems.

f) [Parties/Members] agree that policies should promote innovation and competition in a level
playing field and recognise the importance of enabling the introduction of new financial and
electronic payment products and services by incumbents and new entrants in a timely
manner.such as through adopting regulatory and industry.sandboxes. ‘

3. Each [Party/Member] shall grant electronic _payment  services providers of another
[Party/Member] established within its territory access to payment and clearing systems operated by
public entities, ‘and to official funding and refinancing facilities available in the normal course of
ordinary business.? . ‘ ‘ : ’ Co

4, Each [Party/Member] shall take such reasonable measures as may be available to it to ensure
that the rules of general application adopted or maintained by self-regulatory organizations of the
[Party/Member] are promptly published or otherwise made publicly available.

! For greater certainty, nothing in this Article shall be construed to impose an obligation on a Party to
modify its domestic rules on payments, including, inter alia, the need to obtain licences or permits or the approval
of access applications.

2 For greater certainty, nothing under this Article shall be construed to require a party to allow foreign
service providers to engage in the services on which it has not undertaken specific commitments.




INF/ECOM/62/Rev.4

-services or trade in goods.] "

- 68 -

{6) Nor-discriminatory treatment of digital products
"Digital product™ means a computer program‘, text, video, image, sound recording or other
product that is digitally encoded, prodiced for commercial sale or distribution, and that can
be transmitted electronically.. . .0 - : ,

[For greater certainty,] a digital product does not include a digitised representation of a
financial»instru_ment, including money.. s

[Alt 1:

This definition should not be understood to reflect a [Party's/Me»mber’s]..view that digital
products are a good or are a service. ] : ‘

This definition should not be understood to reflect a [Parl;{;‘/'s/Me'mbe'r‘s] view on whether

trade in digital produc_ts"»throug'h'eleétronjc transmission ~sh‘o_u_|d be categorised as trade in

No [Party/Member] shall accord IesS_' favo_u_'r:able “-tfeatmerft to ~aj'dig'ital product created,

produced, published, contracted for, commissioned or first made available on commercial

terms in the territory of another [Party‘/Mém,b"er],,or'to'a digital product of which the author,

pérformer,Vproducei;’,;.'dev_,eloper,o_'rv owner is;a person 'Qf_a:,nbthe,r_[Party_/Mvembe_r],_ than that
it accords, to other like 'digi_t_al.jproduct_s,,_.[,For;g,jﬁeétgr,celﬁta,inty,'-to the extent that a digital
product of;a[non}Pvagjty/nQn—Member]‘ is a "like digital product”, it will qualify as an "other
like digital product” for the purposes of this paragraph.]

This Arti‘c_l‘e (non:di:‘sc'rihinatory t_rga'thient' of digital prdducts) does nbot“applyy' to a ‘SUbsidy

or grant provided by a [Party/Memb'er], including a government-supported toan, guarantee
orinsurance. i ‘ ‘ o '

This Article does: not apply to broadcasting.

sy iy
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(7) Access to Online Platforms / Competition

Recognizing that [Members/Patties] can benefit by sharing their experience in enforcing
competition taw and in developing and implementing competition policies to address the
additional challenges that may arise from digital trade, -subject to available resources, the
Members shall endeavour to: o o A

(a) exchange information and share best practices on‘the promotion and protection of a
competitive environment in digital markets; and e

(b) strengthen cooperation in order to identify and mitigatelanti-competitive practices
in the digital markets. ‘ . ‘

To the extent possible, each [Member/Party] shall endeavour to’ encourage, suppliers of
online intermediation services not to -accord any business ~ user from any other
‘[Member/Party] less favourable treatment than other like business users when accessing
and using online intermediation services. ‘ ‘

For greater certainty, ‘business user' means any natural or legal person which, through
online intermediation services offers-goods or services to consumers.

For greater certainty, 'online intermediation services' means services that allow business
users to offer goods or services to consumers, with a view to facilitating the initiating of
-direct transactions between those business users and CONSUMETS. Online intermediation
services are provided to business USers on the basis of contractual relationships between
the provider of those services and business users which offer goods or services to consumers
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(9) Electronic Commerce-Related Networ'k Products

‘Members recognize the importance of electronic commerce-related netwbrk products and their
supply chains that ensure the sustainable development of electronic commerce.

No Member shall exclude or limit the supply of electronic commerce-related network products
from any other Member, unless in a way consistent with the WTO Agreement, and based on
the conduct of an investigation pursuant to legitimate public policy objectives,. and a
conclusion thereof with positive evidences, and duly and timely notices.

For greater certainty, "the supply of electronic commerce-related network products" includes
. the production, distribution, marketing, sale and delivery of electronic commerce-related
network products. - ,

No member shall prevent the suppliers of public telecommunications. transport networks or
services, including: value-added services, from using the technologies supporting their
networks and services, and/or electronic commerce-related network products related to the
technologies, which are of their own independent choice based-on commercial consideration.

No member shall, block the supply chains of electronic commerce-related network products,
in particular those based on long-term commercial relationship, uniess in a way consistent
with the WTO Agreement, and based on the conduct of an investigation pursuant to legitimate
pubtic policy objectives, and a conclusion thereof with positive evidences, and duly and timely
notices.

For greater certainty, suspending or prohibiting the supply of necessary raw materials,
components, parts, software, technologies and their updates for electronic commerce-related
network products to enterprises of any other Member, shall be regarded as blocking the supply
chains of electronic commerce-related network equipment and products.

Definition:

"Electronic commerce-related network products” refer to all products under the Chapter 85 of
HS2022 that can be used to support transactions done by electronic means, as well as software
and services related “to such products, such as installation, trial operation, testing,
optimization, maintenance and repair services. :
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(11) Temporary Entry and Stay of »-EleqtrOn‘iC' Commerce-Related Business Persons

1. To the extent provided for in their commitments urider the WTO Agreement, each Member
shall grant temporary entry or extension of temporary stay to electronic commerce-related
business persons of any other Member, provided that those business persons: - :

(a) follow the granting Member's prescribed application procedures for the relevant
temporary entry formality;-and

(b) meet all relevant eligibility requirements for temporary entry or extension of
temporary stay.

2. To the extent provided for in their commitments under the WTO Agreement, each
Member shali: »

(a) promptly publish or otherwise make publicly available, to the extent practicable via
electronic means, information on the temporary entry and extension of temporary
stay.

(b) expeditiously process a completed application for temporary entry and extension of
temporary stay, and make a decision on the application and inform the applicant of
the decision including, if approved, the period of stay and other conditions.

(c) ensure that fees and charges charged by its competent authorities for the processing
of an application for temporary entry or extension of temporary stay are reasonable,
or in the principle of reciprocity.

3. This Agreement shall not apply to measures affecting natural persons seeking access to the
employment market of a Member, nor shall it apply to measures regarding citizenship,
residence or employment on a permanent basis.

4, Nothing in this Agreement shall prevent a Member from applying measures to regulate the
entry of natural persons into, or their temporary stay in, its territory, including those
measures necessary to protect the integrity of, and to ensure the orderly movement of

natural persons across, its borders, provided that such measures are not applied in such a
manner as to nullify or impair the benefits accruing to any Member under the terms of a
specific commitment in GATS.

The sale fact of requiring a visa for natural persons of certain Members and not for those of
others shall not be regarded as nullifying or impairing benefits under a specific commitment
in GATS. .

5. Electronic commerce-related business person means:

(a) a natural person who has the nationality of a Member under its law; or,

(b) a permanent resident of a Member that, prior to the date of entry into force of this
Agreement, has made a notification consistent with Article XXVIII(K)(ii)(2) of GATS
that that Member accords substantially the same treatment to its permanent
residents as it does to its nationals,*®

who is engaged in trade in goods or the suppiy of services in relation to electronic commerce.

Temporary entry means entry into the territory of a Member by a business person of another
Member who does not intend to establish permanent residence.

18 For the purposes of this subparagraph, "hationals" has the meaning it bears in Article XXVIII(K)(ii)(2)
of GATS. :
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Temporary entry formality means.a visa, permit, pass or other document or electronic authority
granting temporary entry. :
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(‘12) Goods market access

1. The [Parties/Members] recognize the strong syﬁergies that exist between enhanced and
more affordable access to products of information technology for business and consumers
and their ability to participate in electronic commerce.

2. Within [X] years of [the date of approval/date of entry into force of this initiative]*, each
[Party/Member] shall be a party to the WTO Ministerial Declaration on Trade in Information
Technology Products, 13 December 1996, commonly referred to as the Information
Technology Agreement, and a participant in the WTO Ministerial Declaration on the
Expansion of Trade in Information Technology Products, 16 December 2015, and have
started and, to the extent practicable, completed all procedures for the modification and
rectification of its Schedule of Concessions, in accordance with these Declarations and
Decision of 26 March 1980 on Procedures for Modification and Rectification of Schedules of
Tariff Concessions.

*Drafters’ note: The phrase in brackets shall be changed to reflect the legal form of the outcome of
the WTO e-commerce negotiations.




